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ABSTRACT

We live in a highly connected world, which brings many opportunities, but which also makes
us vulnerable to attacks. Security in regular IT systems, such as desktop and server systems, has
decades of active research behind it, whereas security in the automotive domain is still a relatively
new topic. Vehicular systems are highly computerized: each vehicle, depending on type, brand
and model, contains in the order of 100 electronic control units which govern most of the vehicle’s
functions. In order to maintain traffic safety, it is therefore paramount that these systems are
protected from malicious manipulation, and a natural question is how and to what extent “IT
security” can be applied to automotive systems.

This thesis covers two different aspects of automotive security, namely how to embed security
engineering practices into the automotive development lifecycle, and how automotive character-
istics influence the technical design and implementation of security measures. To this end, we
develop a risk assessment framework which is well aligned with existing safety processes, since
safety engineering is an integral part of automotive system design. We also investigate which typi-
cal pitfalls an automotive software developer has to be aware of to avoid the inadvertent creation of
software vulnerabilities. We further identify five criteria that an in-vehicle network authentication
solution needs to fulfill to be considered for practical use, and we evaluate authentication solutions
for the most common automotive bus according to those criteria. Finally, we analyze the typical
architecture of a resource constrained electronic control unit for possibilities of exploiting memory
corruption bugs, and how techniques from desktop and server systems can mitigate the effects.

We can conclude that it is possible to use adaptations of existing security solutions in automotive
systems. However, a fair amount of adaptation work is needed to account for the particular
characteristics of the automotive domain.

Keywords: Automotive Security, Vehicular Security, Risk Assessment, Secure Software Development,

In-Vehicle Network, CAN authentication, Memory Protection, Memory Exploitation
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Part 1

Introductory Summary






Introduction to automotive security

"If we’re going to be connected, then we need to be protected”
- Barack Obama
(January 2015)

It is no secret that our world is increasingly connected. This connectivity brings many opportunities,
but it also brings many threats. As we become more and more dependent on connected services,
the need to protect them from malicious manipulation rises in lock-step. This is certainly true for

connected vehicles.

1.1 Motivation

For decades, the automotive industry only considered security in a physical sense to ensure that
a vehicle can not be stolen or broken into. However, in the last decade this has been rapidly
changing: automotive security now also encompasses computer security, which is also known
as cyber-security [35, 60]. It should also be noted that security is distinct from safety. While
the overall goal of security and safety is the same, namely the protection of the system and the
humans operating in the system’s environment, their underlying fault model is different: security
is generally concerned with protection against intentional malicious manipulation, whereas safety
is concerned with protection against random faults [5, 21, 56].



Chapter 1. Introduction to automotive security

Cyber-security has risen sharply in importance in the automotive industry in the last decade
and this can be attributed to several factors. One of the factors is that many automotive systems
that used to be mechanical or analog are now digital, including safety-critical functions such as
steering and braking [19]. This digitalization lowers production costs, simplifies maintenance
and enables advanced signal processing on relatively simple hardware. However, it also opens
the door for malicious manipulation since most functions are configurable and controlled by
software [9, 12, 40, 66]. Another factor for the increased security interest is that there is a larger
trend in society and across all industries to interconnect all types of devices to facilitate new types
of services. The automotive industry is no exception: vehicles connect to “cloud” services, for
instance for remote diagnostics or remote software updates [36, 37, 38], and user expectations are
that devices such as smartphones integrate seamlessly into the vehicle [64]. As a consequence,
attackers have a significantly larger attack surface [12], and the need for security rises [14]. The
final factor we will consider is the advent of so called intelligent transport systems (ITS). ITS are
being developed in an effort to increase road safety and traffic flow and they introduce completely
new communication channels such as vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communication [16]. This in turn poses risks if the communication infrastructure and the

participating systems are not sufficiently protected [54].

Over the last 15 years, attacks on automotive systems have been demonstrated in theory and
practice. In 2004, Wolf et al. [70] were among the first to discuss the lack of security features in
vehicular networks in a scientific context. Larson and Nilsson highlighted several security issues,
such as threats emanating from wireless networks in cars [41], and they simulated attacks on the
CAN bus [52]. Nilsson et al. [53] did the same on the FlexRay bus, and Larson et al. [42] also
provided initial insights into the use of Intrusion Detection Systems (IDS) in vehicular networks.
In 2010, Koscher et al. [40] provided an experimental analysis of a vehicular network, and
demonstrated practically that once an attacker gains access to the in-vehicle network (for instance
via the On-Board Diagnostics (OBD) port), it is very easy to disrupt and manipulate the vehicle’s
operations. However, the attacks demonstrated by Koscher et al. still required physical access,
which is why Checkoway et al. [12] investigated a vehicle’s external attack surfaces and found that
many of the communication channels were unprotected. In 2013, Miller and Valasek [66] presented
a media effective hack of a Ford Escape and a Toyota Prius via the OBD port. Since then, they have
presented new vehicle related security issues every year: in 2015, they hacked a Jeep Cherokee

remotely with a reporter in it [49]. As a result, there is a rising public awareness that security is

4



1.2. Challenges in automotive system development

needed, and customers start to demand basic security and privacy features in vehicles [64]. At
this point, it should be self-evident that security mechanisms are necessary to protect automotive
systems from malicious manipulation.

Thesis objective: The goal of this thesis is to further the understanding of the specific charac-
teristics of the automotive domain, and how these characteristics influence the potential for cyber
attacks and corresponding defensive techniques.

In particular, we investigate how and to what extent well-known processes and mechanisms

from IT security can be adapted to the automotive domain.

1.2 Challenges in automotive system development

Automotive systems are subject to certain conditions which are significantly different from regular
IT systems [19, 39, 63]. Before we can discuss security, it is necessary to understand the setting in

which it is to be applied. Automotive systems have

o long product life-times (10 - 20 years).

long development lead times (~5 years), and thus slow technology adoption.

high cost pressure to stay competitive: all possible cost-savings must be considered.

highly heterogeneous hardware which is less powerful than in regular IT systems (slower

processors, less memory, etc.).

legal, safety and real-time requirements which must be fulfilled, and which may differ in

different regions of the world.

The long life-time implies that chosen security mechanisms must function for up to 20 years.
New vulnerabilities are regularly found in all kinds of systems, which makes secure software
updates necessary [15, 18]. However, remote software updates are only slowly being introduced
in vehicles, which is partly due to the long development lead time. Development times for new
vehicles are long, and new technology is used sparingly [19].

Furthermore, market pressure introduces several more challenges. An obvious factor is cost:
profit margins are small, and all possible cost-savings must be considered [7]. This often leads to

very minimal and very efficient systems. The used microprocessors only have as much computing

5
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power and memory as is absolutely necessary, and a similar point can be made for communication
bandwidth. Additionally, energy consumption must be kept as low as possible to be competitive
and to adhere to different laws [13]. The legal frameworks can differ greatly in different regions of
the world, and vehicle manufacturers must be able to adapt to them to avoid losing access to those
markets [18, 47, 58].

All of the above are reasons why many of the security solutions which work well on desktop
computers and servers are not directly applicable in an automotive setting. It is necessary to first
understand the automotive context in which the solutions are to be applied, and then to adapt the
security solutions to that concrete context. A direct transference is usually not possible, as we will

show in this thesis.

In addition to the security issues, the increased connectivity of vehicles also poses questions
about privacy and the correct handling of collected data [62]. More and more data is being
accumulated, and it must be handled properly in order to guarantee the privacy of the customers or
drivers involved. For instance, Gao et al. [23] have shown that with only speed information (as a
time series), positioning information can be deduced (even when GPS location information has
been removed), so that it is possible to track the path of a particular driver. Furthermore, Enev
et al. [17] highlighted how easy it is to fingerprint a particular vehicle with the right sensor data.
Consequently, privacy issues and privacy legislation must be taken into account when designing

new systems, as we discuss further in chapter 2.

1.3 Thesis scope and domain background

The security issues discussed in this thesis span roughly three different areas. The first is the
automotive safety lifecycle, which covers processes, imperatives and recommendations for the
different development phases, and how security engineering processes can be added. The second
area is the in-vehicle network and security issues associated with a particular part of the network,
the controller area network bus. Finally, the security issues on individual electronic control units
which form the nodes in the in-vehicle network are investigated. The relationship of the three areas
and how the papers in this thesis fit into them is depicted in figure 1.1. The necessary background

for each of the three areas will be introduced in the following subsections.
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Automotive Safety Lifecycle

. Paper A

Electronic Control
Units

In-Vehicle Networks

Paper D

Figure 1.1: A visualization of the areas covered in this thesis

1.3.1 The automotive safety lifecycle

Due to the safety-critical nature of automotive systems, safety considerations are paramount and
deeply entrenched in the development processes. Many companies follow the development model
outlined in the functional safety standard for road vehicles ISO 26262 [27], which is an adaptation
of the more general standard IEC 61508. In ISO 26262 a traditional V-model is assumed, which has
three main phases: a concept phase, a product development phase and a production and operation
phase. Note that the product development phase consists of several sub-phases. A typical example
of a general V-model is depicted in figure 1.2, where the product development phase encompasses
everything from “Requirements and Architecture” to “System Verification and Validation”.

The three main phases of the safety lifecycle can be summarized as follows. In the concept
phase [28], an initial system design is developed, and the safety lifecycle is initiated. An important
part of the concept phase is hazard analysis and risk assessment during which potential safety risks
are assessed, and corresponding safety goals and automotive safety integrity levels (ASILs) are
defined for each item in the system. Once the safety goals have been defined, the concept phase

7



Chapter 1. Introduction to automotive security

Operation
Concept of A8 E e
Operations Verl:‘:ztmn Maintenance
; Validation
Project Requirements System
Definition and Verification
Architecture and Validation
Integration, )
Detailed Test, and Project
Design Verification Test and

Integration

Implemeantation

Time

Figure 1.2: A typical V-model [55]

ends. The product development phase contains three additional nested V-models: “product devel-
opment at the system level” [29], “product development at the hardware level” [30] and “product
development at the software level” [31]. Each of them includes all the necessary development steps
from requirements engineering to system integration and validation. The hardware and software
development phases can be done in parallel. The product development phase ends with release
for production. The final phase, production and operation [32], concerns the safe and correct

production and operation of the product.

For both safety and security, risk assessment is an essential tool to guide and accompany the
development process. An estimated risk rating for a potential negative event helps to determine for
which events protection measures are needed, and to what degree. Risk is commonly estimated
to be the product of the likelihood and the impact of the event. There are many risk assessment
frameworks, but few were developed specifically for the automotive industry. In the HEAVENS
project [1] we developed a security risk assessment framework which is closely aligned with the
safety processes of ISO 26262. Standardization efforts for automotive security have started, but
are far from completed, and the “HEAVENS model” for risk assessment was mentioned in the first
security related automotive standard, the “Cybersecurity Guidebook for Cyber-Physical Vehicle
Systems”, SAE J3061 [60]. Our risk assessment framework is presented in chapter 2.
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1.3.2 The in-vehicle network

A modern vehicle has a long list of functions controlled by electronic control units (ECUs): adaptive
cruise control, airbag deployment, anti-lock braking system, engine control, interior lighting,
remote key-less entry, seat position control, telecommunication, etc. The ECUs which control
these functions are interconnected, and in the following we introduce the technical background of

vehicular networks.

Diagnostic
Connector

|

Pi si Acti
ropulsion ive ‘ Body

FlexRay

Vehicle

& Electronic Connectivity

Passive Safety
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ECU ECU [N Ethernet
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Figure 1.3: An example of an in-vehicle network with a FlexRay backbone
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The communication infrastructure of a vehicle can be divided into its internal communication
and its external communication. Internal communication includes signals, i.e., messages, between
sensors, actuators and control units, for instance from the throttle sensor to the engine control unit
to adjust the vehicle speed. External communication includes intelligent transport systems (ITS)
related communication or communication to “cloud” services, such as remote music libraries or
diagnostics servers. Most demonstrated attacks require a multi-layered approach: first the outer
layers are compromised to serve as entry points to compromise the inner layers. In other words,
a remote attacker needs to gain access to both the external and internal networks. Therefore,
automotive security always needs to be holistic.

Depending on the type of vehicle, the brand and the precise model, modern vehicles typically

contain somewhere around 30 - 150 electronic control units (ECUs). These ECUs form the internal,
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or in-vehicle, network. This network consists of several different bus technologies. An example of
such an in-vehicle network is depicted in figure 1.3, which is taken from chapter 4.

The most prevalent bus is the controller area network (CAN) bus, which is favored because it
is cheap and predictable. Even though the technology is quite old and slow (max. speed 1 Mbit/s),
it is still the most used bus for safety-critical automotive applications [63, 70]. An alternative is the
faster but more complex and more expensive FlexRay bus (max. speed 10 Mbit/s). An adaptation
of Ethernet for automotive systems is also used in some newer vehicles, and “automotive Ethernet”
is generally anticipated to be an important part of future automotive bus systems [24, 25, 43]. For
infotainment systems the comparatively expensive media oriented system transport (MOST) bus is
often used, whereas the very cheap local interconnect (LIN) bus is the typical bus of choice for
body electronics [63]. In addition, every vehicle has a diagnostic connector.

A combination of the above buses can be found in every vehicle, and yet, none of them include
any kind of security measures on the physical, link or network layer. In chapter 4 of this thesis, we
have investigated proposed authentication mechanisms for the CAN bus, identified the criteria they
would need to fulfill in order to be used in practice and evaluated the proposed solutions according

to those criteria.

1.3.3 Electronic control units

Table 1.1: Typical ranges of resource constrained microcontroller configurations

Hardware Specification | Most Common
RAM 4 KB - 500 KB 40 KB
Flash Memory | 256 KB - 6 MB 1 MB
Processor Speed | 16 - 150 MHz 80 MHz

The nodes in the in-vehicle networks are so called electronic control units (ECUs). They are
typically 16-bit or 32-bit microcontrollers with a limited amount of permanent and volatile storage,
and with one or more network interfaces. Table 1.1, taken from chapter 5, lists some typical
hardware choices for microcontrollers. In addition to being networked, many ECUs are connected
to actuators and sensors to collect, process and act on control information, which is the hallmark

10
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of cyber-physical systems. A simplified representation of the hardware of an electronic control

unit, which is sufficient for our purposes, is depicted in figure 1.4.

Electronic Control Unit (ECU)

Input/Output (I/0)

Memory
CAN1

RA
CAN2
Flash
LIN
Data Flash

Bl

Other I/O

Microprocessor

Figure 1.4: A simplified representation of an electronic control unit (ECU)

The architectures of those microcontrollers are highly heterogeneous. There are several
different CPU architectures in common use, such as specific instruction sets from Renesas and
Tricore, as well as ARM and PowerPC based architectures [4, 19, 22, 48, 50, 57]. Each of them
have their own ways of interacting with and controlling their environment, and the corresponding
memory architectures can vary widely. However, many of the underlying mechanisms are similar
enough that their security properties can be analyzed, as we demonstrate in chapter 5.

The functions controlled by ECUs range from comfort functions over complex infotainment
systems to safety-critical engine control systems. Even if a function is not safety-critical directly,
it may still interact with safety-critical systems. That the integrity of safety-critical systems must
be ensured should be self-evident, which is where security joins safety on stage.

Historically, embedded systems have had no or little need for security measures, because access
to those systems often required physical access with specialized equipment. Since this is no longer
the case, security mechanisms must be included in modern system designs.

Let us consider the case of memory management. On resource constrained ECUs memory
is statically assigned, and the microcontrollers have a memory protection unit (MPU) which can
segment the memory so that a task can not access the memory of another task. While this may be

11



Chapter 1. Introduction to automotive security

sufficient from a safety point of view to guard against random faults, it does not protect against

malicious manipulation, as we will discuss further in chapter 5.

There are several possibilities for an application to run on an electronic control unit. If the ECU
is heavily resource constrained, the application may run directly on the processor, without any
operating system. However, most ECUs have some form of real-time operating system which is
responsible for scheduling and controlling the running applications. AUTOSAR is a platform which
is being developed by a large consortium of automotive manufacturers and suppliers with the goal
to increase software interoperability and to decrease development costs. It provides an interface
standard and detailed development processes and guidelines. AUTOSAR is in widespread use in

Europe, North-America and Japan, and it is likely that its adoption will continue to grow [33, 34].

There are several reasons why AUTOSAR is interesting from a security point of view. For
one, the more ECUs run AUTOSAR, the more likely it is that hackers will target this platform
for exploitation. This follows from the simple argument that platforms with more users are more
popular targets for attackers: variations of Microsoft Windows are the most exploited desktop
operating systems [51] and Android, as the most popular mobile operating system, has the largest
share of mobile malware [71]. Another reason is that, since AUTOSAR offers an abstraction from
the hardware and provides the same interface to all applications, it is possible to reason about the
security on this platform without having to account for every possible hardware configuration. In
chapter 3, we use an AUTOSAR case-study to highlight several of the typical security issues an

automotive developer has to face.

1.4 Research questions

The research presented in this thesis aims to investigate and understand the specific security
challenges in the automotive industry, and to adapt working security mechanisms and techniques
from other domains to the automotive domain. The challenges identified in sections 1.2 and 1.3

lead us to the following research questions:

e RQ1: How can security engineering be integrated into automotive system development so

that existing processes are impacted as little as possible?

12



1.5. Paper summaries and contributions

e RQ2: How does the system architecture of automotive systems: (a) affect the creation and
discovery of software vulnerabilities; and (b) influence the design of protective security
mechanisms?

e RQ3: How do security mechanisms affect safety mechanisms in automotive systems, and

vice versa?

RQ1: Security engineering encompasses all aspects of security: identifying threats, assessing
the threats, implementing mitigating security measures, and adding forensic and recovery mecha-
nisms [3]. However, due to the safety-critical nature of vehicular systems, automotive companies
have strict development processes which must be observed, and changing these processes is not
easy. Therefore, it is important to investigate how security engineering mechanisms and processes
can be added to and integrated with existing automotive development processes.

RQ2: As outlined in section 1.2, the automotive industry has some unique challenges in system
design. The results are highly customized systems which need to be analyzed from a security
point of view: are there systematic vulnerabilities, and if so, can they be exploited? How does the
specific architecture influence the design of protection mechanisms? Is it possible to use security
mechanisms known from desktops and servers? If they can be used, do they need to be adapted, or
can they be re-used as is? These are all questions which follow from RQ2, and which need to be
investigated.

RQ3: Safety engineering has a long tradition in automotive systems, but the emergence of
security engineering poses the interesting question how they affect each other. It is easy to imagine
that some safety mechanisms such as redundancy can create security vulnerabilities which can
be exploited. On the other hand, security mechanisms such as authentication could lead to safety
issues: if for instance all breaking messages fail to authenticate and the breaks stop working
completely. This interplay of safety and security in real automotive systems has seen relatively

little research and is worth investigating further.

1.5 Paper summaries and contributions

In the following we summarize the papers included in this thesis. We put the papers into context,
describe their contributions, and discuss to what degree they address the research questions

presented above.

13



Chapter 1. Introduction to automotive security

1.5.1 Paper A - A risk assessment framework for automotive embedded
systems (chapter 2)

Problem statement. Risk assessment is an integral part of safety and security engineering
to guide the implementation of safety and security measures. The automotive safety standard
ISO 26262 [27] outlines procedures for the entire safety lifecycle, which includes hazard analysis
and risk assessment (HARA). The outcome of the hazard analysis and risk assessment are high-
level safety goals and an assignment of “automotive safety integrity levels (ASILs)”. ASILs provide
an indication of the level of safety needed. To date, no similar standard exists for automotive
security. Since ISO 26262 has already been adopted by many automotive companies, it is logical
that new security processes should be well aligned with the ISO standard. To that end, we propose
a risk assessment framework to derive “security levels” to provide an indication of the level of

security a particular system should have, similar to ASILs.

Related work. The pioneering risk rating methodology for automotive electrical and/or
electronic (E/E) systems stems from the EVITA project [59]. In the EVITA approach [26, 59], the
estimation of threat level and attack potential is inspired by Common Criteria [11] (a well known
standard for security evaluations). Wolf and Scheibel [69] further refined the ideas by Henniger et
al. [26], and also combine existing techniques into a risk rating framework for automotive systems.
Several other security risk assessment approaches have been proposed which integrate directly into
existing safety processes [8, 45, 46, 61]. In contrast, we propose an independent risk assessment
for security purposes which run in parallel with the safety processes, because it requires a different

set of expertise.

Contributions. The design of our risk assessment framework, specifically tailored towards the
automotive industry, was heavily influenced by RQ1, i.e., how to add security engineering practices
to automotive development processes with minimal changes to existing processes. In order to
achieve that goal, our risk assessment framework is closely aligned with the processes of the widely
used safety standard ISO 26262. Moreover, to further facilitate its practical adoption, it combines
elements from several additional standards such as Common Criteria [10] and BSI 100-4 [20].
The first international standard which addresses automotive cyber-security, SAE standard “J3061 -
Cybersecurity Guidebook for Cyber-Physical Vehicle Systems” [60], includes the “HEAVENS”
model which paper A is based on as one of several possible risk assessment frameworks.
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1.5.2 Paper B - Secure software development for automotive systems (chap-
ter 3)

Problem statement. Secure software development is hard: it requires some training to identify
the patterns which constitute code vulnerabilities. Moreover, until recently security was of little
concern in vehicular software. Most automotive software developers are well trained in writing
software that adheres to safety regulations, but they often lack similar training for security. In
paper B we develop a simple AUTOSAR application to demonstrate the various security issues
and pitfalls one encounters during the implementation. This paper has tutorial character and is
aimed at automotive software developers.

Related work. The difficulties of implementing cryptographic software or even using crypto-
graphic libraries correctly are well documented [2, 44]. Murvay et al. [50] evaluated state-of-the-art
automotive microcontrollers for their ability to process cryptographic primitives and they found that
the results varied largely. Bernardeschi et al. [6] propose an integration of security requirements
into the specification of AUTOSAR application components.

Contributions. We demonstrate that security is a pervasive design issue by identifying various
pitfalls in securing a simple AUTOSAR application on several conceptual levels: Organizational,
Architectural and Implementation. We also give recommendations for each identified security
issue. We partly address both RQ1 and RQ2 by show-casing that some of the responsibility for
implementing security measures can be put on the software developers without affecting existing
processes much, if the developers receive security training. RQ3 is also partially addressed by

highlighting how some of the AUTOSAR safety features are beneficial for security.

1.5.3 Paper C - In-vehicle CAN message authentication: An evaluation
based on industrial criteria (chapter 4)

Problem statement. The controller area network (CAN) bus is still the most prevalent bus in
in-vehicle networks. The underlying technology and protocols are over 30 years old, and, as can be
expected, include no security features. Many solutions have been proposed to add authentication to
the CAN bus, but few, if any, of them have been implemented in practice. In an effort to identify the
cause, we, with help from industry experts, identified five requirements that such an authentication
solution would have to fulfill in order to be a viable option for practical use. We then evaluated the

most promising authentication solutions according to those industrial criteria.

15



Chapter 1. Introduction to automotive security

Related work. The security problems of the CAN bus have been highlighted in many publica-
tions, for instance in [9, 40, 63, 70] to name but a few. Vasile et al. [68] evaluated the performance
of several proposed CAN message authentication solutions on CAN-FD and FlexRay. We are not
aware of any other work which compares or evaluates the various CAN message authentication
solutions.

Contributions. We provide a comprehensive overview of the most promising CAN authen-
tication solutions, and compare them according to five industrial criteria: “cost-effectiveness”,
“backward compatibility”, “support for vehicle repair and maintenance”, “sufficient implementation
details” and “acceptable overhead”. We find that no solution meets all five criteria, with backward
compatibility and acceptable overhead being the biggest adoption hurdles for CAN authentication.
We further find that a partial answer to RQ1 is to demand backward compatibility from security
mechanisms. RQ?2 is also partially answered: the wide-spread use of CAN is questionable from a
security point of view, and despite efforts to strengthen the provided security by adding authentica-
tion, no solution to this difficult problem has been found yet. RQ3 on the other hand is only lightly
touched upon to the extend that one of the solutions uses an existing safety mechanism to add a

security mechanism on top of it.

1.5.4 Paper D - What the stack? On memory exploitation and protection
in resource constrained automotive systems (chapter 5)

Problem statement. Memory corruption bugs are arguably among the most dangerous kinds of
software bugs, since their exploitation can grant the attacker a large degree of control over the
attacked system. On regular IT systems, such as desktops and servers, a figurative war has been and
is being fought for control of system memory. More advanced protection mechanisms regularly
elicit even more advanced attacks. For resource constrained embedded automotive systems,
however, this development has been without consequence so far. Nevertheless, the increased
connectivity of vehicles necessitates that the possibilities for exploiting memory corruption bugs
are investigated. This paper does just that.

Related work. Van der Veen et al. [67] and Szekeres et al. [65] independently provided a
historic overview and a classification of different types of memory corruption bugs. We are not
aware of any work that specifically discusses memory corruption bugs in the context of constrained
automotive systems.
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1.6. Concluding remarks

Contributions. In chapter 5, we discuss and analyze the typical hardware architecture of
an electrical control unit, and how the architecture affects memory exploitation and protection
techniques. We discuss that currently deployed systems have little to no memory protection, and
that stack-based memory corruption bugs can be exploited. However, well-known techniques
such as stack canaries and non-executable RAM can considerably decrease the risk of successful
exploitation. This work directly addresses RQ2, and slightly addresses RQ3 by once again pointing
out some safety procedures which have a positive impact on security.

1.6 Concluding remarks

This thesis covers two different aspects of automotive security, namely how to embed security en-
gineering practices into the automotive development lifecycle, and how automotive characteristics
influence the technical design and implementation of security measures.

We make several contributions to improve the state of automotive security. In chapter 2,
we propose a risk assessment framework to identify and rate threats to automotive systems
with a “security level”. The security levels can then guide the further development process of
security-relevant functions in a similar fashion that ASILs guide the development process for
safety-critical functions. In chapter 3, we demonstrate that developer training is necessary in order
to avoid the inadvertent creation of software vulnerabilities. In chapter 4, we discuss various
authentication solutions for the most prevalent automotive bus, the CAN bus. We evaluate several
CAN authentication solutions according to five industrial criteria we identified, and we find that
none of the solutions fulfill all criteria. Finally, in chapter 5, we analyze the architecture of a
resource constrained electronic control unit for its vulnerability of exploiting memory corruption
bugs for attacks. We find that stack-based buffer overflow attacks work as expected, but that the
protection mechanisms of stack canaries and non-executable RAM, which are commonplace in
desktop and server systems, should mitigate the problem.

Automotive security has become a very active research field, and vehicle manufacturers and
suppliers have understood that this topic requires attention. Despite these recent advances, a lot
of open questions remain and they need to be answered soon: the first steps to realize intelligent

transport systems and self-driving cars have already been taken.
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