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Abstract
As tra�c systems are becoming autonomous, communication between vehicles, and
between vehicles and other entities, are becoming a vital part of the systems.
One type of technology used in this area is vehicular ad-hoc networks (VANETs).
VANETs have shown promising results in numerous areas, such as dynamic rout-
ing and safety applications. However, this technology comes with several security
threats, since erroneous data might lead to travel inconveniences and possibly even
car accidents. By using trust models, these risks can be mitigated. Even though
there exist many trust models, there is a lack of comparable evaluations, which in
turn makes it di�cult to determine which is the most suitable model. The goal
of this thesis is to provide a foundation for future evaluations and comparisons of
VANET trust models. This has been done by both finding existing trust models,
and also deriving appropriate settings for evaluating trust models in the VANET
domain. The methodologies that were used were a systematic mapping study and
interviews with both industrial and academic representatives. 48 trust models in
the domain have been found and categorized. A simulative evaluation has been
shown to be the most appropriate evaluation type, and platooning was found as the
most valuable application. The results can be used by future researchers that aim
to either evaluate their own trust model, or ultimately evaluate other researchers’
trust models.

Keywords: Trust models, VANETs, vehicular ad-hoc networks, evaluation, compar-
ison, criteria
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1
Introduction

As tra�c systems are becoming autonomous, communication between vehicles, and
between vehicles and other entities are becoming a vital part of the systems. One
type of technology used in this area is vehicular ad-hoc networks (VANETs). This
is an ad-hoc network environment that can be used to send kinematic data such as
speed and direction, as well as real-time tra�c information (Eze et al. [1]). This
information sharing can be used for numerous applications, ranging from dynamic
routing to preventing car crashes and other accidents (Sommer and Dressler [2]).

Although this information transferring comes with several security threats. For
instance, if the idea is to send the speed of the vehicles and information about
various obstacles along the road, then this information has to be valid in order to
avoid tra�c accidents. Thus, protecting the entities (i.e. vehicles) from acting based
on erroneous information is of high importance.

As mentioned earlier, security is one of the main issues in VANETs, and as said by
Soleymani et al. [3], trust is a key element of security, hence trust models can play
a vital role in solving previously mentioned problems. Liao et al. [4] also state that
ensuring trustworthiness in VANETs is essential. Trust in the notion of VANETs
corresponds to the set of relations among the participants, or entities, in the network
(Theodorakopoulos and Baras [5]). Previous interactions between the participants
a�ect the relations in the network. Although, exactly how the trust is computed
varies between application and trust model.

1.1 Problem domain & motivation

While there are a lot of benefits with VANETs, the benefits cannot be fully realized
unless the system can protect itself from nodes sending false information, either will-
ingly (a malicious node) or unwillingly (a dysfunctional node) (Liao et al. [4]). The
presence of these nodes will be inevitable in such an open environment that VANETs
require. The malicious nodes, also termed attackers, may send false information for
various reasons; to benefit themselves, cause inconveniences, or even cause harm.
Hence, ensuring trustworthiness in VANETs is essential (Liao et al. [4]).
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1. Introduction

There are numerous trust models available that address this issue (Soleymani et
al. [3] and Kerrache et al. [6]). However, there is a lack of studies and reviews on
existing trust models, making it hard to compare those models (Soleymani et al.
[3]). There is a couple of simple comparative qualitative studies, e.g. Soleymani et
al. [3], Alriyami et al. [7], and Zhang [8], although the findings by Kerrache et al. [6]
indicate that simulation is the most suitable evaluation form. This is also something
that Zhang [8] recommends, and furthermore states that many of the trust models
are only tested in their own simulation frameworks. Thus, there is a need for a
comprehensive simulation framework, in order to make the evaluations comparable
(Zhang [8]).

There are many trust models available in other domains as well, which have been
evaluated and can therefore be compared (Jelenc et al. [9]). Although, VANETs is
such a specific domain that many of those models cannot be applied in this domain.
Some of the reasons are because of its ephemeral nature, its dynamic topology with
a possible large number of peers, as well as the ever-changing nature of tra�c; a
road that is reported as congested might not be congested after 5 minutes (Zhang
[8]).

Following the statements above, the conclusion is that there is a need for objectively
evaluating VANET trust models in order to make them comparable.

1.2 Background

VANET is the application of self-configuring wireless networks in the vehicular do-
main (Sommer and Dressler [2]). Its general implementation is to let each partici-
pating vehicle act as a router, and forward all messages it receives to its neighbours,
which allows information to propagate through the network (Zhang [8]).

Whenever a computing entity gets in contact with a potentially unknown entity
there is an inherent element of risk. One way to mitigate this risk is by introducing
trustworthiness in the system, which has shown promising results in many domains
(Jelenc et al. [9]). A trust-based decision is a domain-specific multi-stage process.
First the collection of trust evidence is done in order to conduct a trust computation
that produces trust values, i.e. the estimation of trustworthiness of an entity (Longo
et al. [10]).

Which trust evidence to use, and how to do the subsequent trust computation, are
decided by the trust model. Hence, the decision mechanism is not part of the trust
model. It is this definition of a trust model this thesis uses.

2



1. Introduction

1.3 Research goal & research questions

Following the conclusion that VANET trust models need to be evaluated in a com-
parable way, this thesis aims to help contribute to that goal. Therefore, the goal
of this thesis project is to provide a foundation for evaluating and comparing trust
models in the VANET environment. To reach this goal, two research questions have
been derived.

In order to evaluate the trust building models it has to be clear which models
exist and are relevant to the VANET environment. This leads to the first research
question:

RQ1. Which models for ensuring trust in a VANET environment exist?

When the models have been found, it has to be clear what evaluations that are most
suitable for the specific domain. Hence the second research question:

RQ2. What are relevant criteria for industrial settings to evaluate trust models in
the VANET environment?

The answers to these two questions will be used to fulfill the goal by deriving guide-
lines for future work that aim to conduct said evaluation and comparison.

1.4 Contributions

The purpose of this study is to provide a foundation for conducting evaluations
upon trust building models within the VANET domain. By providing this founda-
tion, future research can get a good starting point by knowing what to focus on in
potential evaluations. In turn, these preferably objective evaluations of trust models
will allow transparency in the domain, making it possible for di�erent VANET trust
models to be compared to each other.

Concretely, this foundation consists of two parts, derived from the research questions
previously defined. The answer to RQ1 provides an easily overviewed map of the
existing trust models in the VANET environment. It can give any researcher or
industry representative a good comprehension of what models that exist today, as
well as how they are categorized.

The results from RQ2 gives a good starting point for any future evaluation of VANET
trust models, either for researchers that want to compare their own models to exist-
ing models, or ultimately researchers that want to make an objective evaluation of
others’ trust models. The result will help identifying the most relevant evaluation
type, evaluation metric, simulation dynamics and environment, and also a preferable
VANET application.
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1. Introduction

In turn, a publicly available comparison of VANET trust models could help both
academia and the industry to find, implement, and further develop the best trust
models for their particular application.

1.5 Scope & limitations

In order to in the end get an evaluation that is as accurate as possible, this thesis
focuses only on the foundation itself, to be used for future evaluations. Hence the
evaluation per se is not included in the scope of this thesis.

1.6 Structure of the article

Chapter 2 introduces relevant background information that can be necessary to un-
derstand the rest of the thesis. It describes the VANET domain, how computational
trust works, as well as how trust works in the VANET domain.

Chapter 3 introduces related work that have similarities with this thesis’ problem do-
main and goal. It introduces literature in the VANET domain, the existing VANET
trust model comparisons, and trust model evaluations in a general domain.

Chapter 4 describes how the research goal and the subsequent research questions
were approached; the mapping study and the interviews.

Chapter 5 describes the key findings from the conducted mapping study and the
interviews.

Chapter 6 compares and analyzes the results in relation to existing literature and
other authors’ findings. The chapter ends with a discussion of the threats to validity
of the thesis.

Chapter 7 presents the conclusion of the thesis together with suggestions for future
research.
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2
Background

This chapter is divided into three sections. First, in Section 2.1 the VANET domain
is explained, together with its possibilities and challenges. After that, in Section
2.2, trust in the context of information security is explained. Finally, trust in the
notion of VANETs is explained in Section 2.3.

2.1 VANETs

As tra�c systems are becoming autonomous, the vehicles will have to be able to
make decisions on their own. This will in turn require communication between ve-
hicles (V2V), and between vehicles and other entities (V2I). One type of technology
used in this area is VANETs which are, according to Yang et al. [11], a particularly
challenging class of mobile ad-hoc networks (MANETs), as they are characterized
by high mobility and dynamic network topology (Liang et al. [12]).

VANETs are self-configuring wireless networks that are established when a number
of vehicles approach each other. The vehicles can then enter or leave the network,
hence the dynamic topology. The general implementation of VANETs is to let
each participating vehicle act as a router, and forward all messages it receives to
its neighbours. This allows information to propagate through the network, reaching
receivers that the sender directly could not communicate with (Zhang [8]). VANETs
can be used to send kinematic data such as speed and direction, as well as real time
tra�c information, as described by Eze et al. [1], which helps prevent car crashes
and other accidents.

Sommer and Dressler [2] recognize multiple application areas for VANETs, for in-
stance:

• Tra�c information systems
To be able to share and receive tra�c information, for instance in order to
dynamically update the route depending on the current road tra�c situation.
The type of information could be icy roads or tra�c jams.

• Intersection collision warning systems
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2. Background

To be able to warn peers about a possible forthcoming collision. A possible
implementation would be to allow nodes with full vision of an intersection
to warn peers that in some way have an obstructed view, and cannot see
approaching vehicles. Hence the vehicles would be able to brake in time, and
possibly prevent collisions.

• Platooning
Sommer and Dressler describe platooning, or cooperative cruise-control, as
one of the most demanded applications. This is the case of several vehicles,
usually trucks, driving together on the road with a common destination. The
implementation of vehicular communication allows vehicles to drive closer to
each other, which will reduce fuel consumption and emissions, which in turn
reduce costs.

• Tra�c-light information and control
Sommer and Dressler describe this as three di�erent applications, with the goal
to optimize the tra�c flow and increase the safety. The applications are: data
flow about the upcoming state change, adaptive tra�c lights for emergency
vehicles, and virtual tra�c lights.

• Entertainment applications
To be able to share content and information between vehicles that are not
necessarily connected to the driving of the vehicle, for instance video streaming
and multiplayer games.

While there are a lot of benefits with VANETs, the benefits cannot be fully realized
unless the system can protect itself from nodes sending false information, either
willingly (a malicious node) or unwillingly (a dysfunctional node) (Liao et al. [4]).
The presence of these nodes will be inevitable in an open environment, that VANETs
require. The malicious nodes, also termed attackers, may send false information for
various reasons; to benefit themselves, cause inconveniences, or even cause harm.

In order to send information from the source node to the destination node correctly, a
routing protocol is used, as an instruction on how the communication shall propagate
through the network (Sommer and Dressler [2]). There is a large number of protocols
available, each optimized to a specific application.

2.2 Computational trust

The fact that the computing environment has changed during the previous decades,
from centralized stationary computers to distributed systems, has had implications
for security models and mechanisms (Seigneur [13]). Whenever a computing entity
gets in contact with a potentially unknown entity there is an inherent element of
risk. One way to mitigate this risk is by introducing trustworthiness in the system,
i.e. allowing the local entity to assess the trustworthiness of the other entity. Using
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2. Background

trust models have shown promising results in many domains (Jelenc et al. [9]).

Gambetta [14] defines trust as:

Trust (or, symmetrically, distrust) is a particular level of the subjective
probability with which an agent assesses that another agent or group of
agents will perform a particular action, both before he can monitor such
action (or independently of his capacity ever to be able to monitor it)
and in a context in which it a�ects his own action.

Longo et al. [10] defines the trust-based decision as a domain-specific multi-stage
process. The first step is to gather the appropriate input data, also called the
trust evidence. The second step would be to conduct a trust computation based
on these trust evidence, which in turn produces trust values, i.e. the estimation of
trustworthiness of each of the entities.

The trust values are usually defined on the interval, or normalized to the interval
[-1, 1] (Tr�ek [15]), where “-1” denotes untrusted, “0” not decided and “1” trusted.
These values can be either discrete or continuous.

Which trust evidence to use, and how to do the subsequent trust computation,
are decided by the specific trust model. Finally, the actual decision is taken by
combining the previously calculated trust values with other exogenous factors, such
as risk assessments.

Hence, by using this definition, the trust model only includes the selection of trust
evidence, the trust computation, and the allocation of trust values, excluding the
decision mechanism. It is also this definition of a trust model this thesis uses.

2.3 Trust in the VANET domain

Soleymani et al. [3] states that trust is a key element of security. This implies
that trust models can play a vital role in solving the previously mentioned issue of
protecting VANETs from malicious nodes and other types of security threats. Liao
et al. [4] also state that ensuring trustworthiness in VANETs is essential.

Trust in the notion of VANETs corresponds to the set of relations among the par-
ticipants, or nodes, in the network (Theodorakopoulos and Baras [5]). The evidence
based on previous interactions among the participants a�ect the relations in the
network. Although, exactly how the trust is computed varies between application
and trust model.

There are many trust models in other domains as well, which have also been evalu-
ated (Jelenc et al. [9]). Although, VANETs is such a specific domain that many of
those models cannot be applied. Some of the reasons are because of its ephemeral
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2. Background

nature, its dynamic topology with a possible large number of peers, as well as the
ever-changing nature of tra�c; a road that is reported as congested might not be
congested in 5 minutes, making the detection of malicious information hard (Zhang
[8]). These characteristics makes building trust within the network a complex task.

Trust models in VANETs are usually classified into three categories based on what
the main object of consideration is when computing the trust (Soleymani et al. [3]
and Alriyami et al. [7]). The categories are: Entity-based trust models where the
vehicles sending information is evaluated, Data-based trust models where the actual
data that is being sent is evaluated, and Combined trust models which evaluates
both the entity and the data. As they also mention, the models in each category
have di�erent ways of approaching the trust issue in VANETs. They have di�erent
characteristics and are therefore suitable in di�erent situations and VANET appli-
cations. For instance, entity-based models can handle sparse tra�c better than
data-based models (Minhas et al. [16]), although it can be di�cult to make a trust
evaluation based on interactions, since there is a low probability for two vehicles
to meet again (Wu et al. [17]). Data-based models on the other hand can be more
accurate, although would not perform well with sparse tra�c, and might experience
high latency with high tra�c density (Soleymani et al. [3]).

8



3
Related work

This chapter aims to present previous work that relate to the research goal of this
thesis. Articles regarding the domain of trust models in VANETs, and specifically
comparisons between them, were searched for in academic databases, using keywords
such as “VANET trust models” and “VANET trust model evaluation”. The articles
references were searched through, using the snowball sampling technique described in
Marshall [18], resulting in very few articles. The results were cross-checked with the
subsequently conducted mapping study, which is outlined in Section 4.1, that did not
unveil further works except for the work of Ahmed and Tepe [19]. The chapter starts
from the vehicular network domain with a study that surveys simulation approaches
for VANETs. After that, an adversary-oriented overview is presented, followed by
the objective qualitative comparisons of trust models in VANETs that could be
found. This is followed by a simulative comparison of two models. Finally, this
chapter mentions another evaluation conducted on trust models, but in a di�erent
domain than VANETs.

In the book Vehicular Networking, Sommer and Dressler [2] give both an in-depth
view as well as an overview of the topic of vehicular networking, including VANETs.
In the chapter Performance evaluation, they survey the di�erent simulation dynam-
ics and environments used in inter-vehicular communication studies, i.e. which type
of simulation tools they use, and if the simulations take place in an urban or highway
environment. This survey is done on inter-vehicular communication simulations in
general, and not on the simulation of trust models in particular, which this thesis
aims to provide a foundation for. They only survey studies from 2009 to 2011, and
they find that the usage of network simulators is a bit more common than the use of
road tra�c simulators, and that modelling the simulations in an urban environment
is a bit more common than in a highway environment.

Kerrache et al. [6] survey available trust models in VANET and their usual evaluation
methods, including both their simulation dynamics and their performance evaluation
metrics. This is closely related to RQ2 in this thesis. They also show possible
critical scenarios that existing trust models cannot handle. They do not conduct an
extensive evaluation, but only discuss which models address which scenarios. When
talking about the di�erent simulation techniques, they mention that there is a need
for testing existing trust models. They find that simulative evaluations are the most
frequent evaluation type, and they suggest the deployment of testbeds in the domain.

9



3. Related work

They end up in the conclusion that there is great importance in combining trust
models with a cryptography-based solution. They relate cryptography to trust-based
solutions, and describe situations where one is preferred over the other, or when they
must be used in conjunction. One situation when trust management must be used
to complement cryptography is the case of inside attackers, for instance when an
authorized and authenticated user turns malicious, or if it ends up in the control
of an attacker. They end up in the conclusion that there is great importance in
combining trust models with a cryptography-based solution.

Alriyami et al. [7] highlight the characteristics of VANETs and how they di�er
from conventional ad-hoc networks. They then introduce some of the available trust
models grouped by their main object of consideration. Thereafter they propose a list
of criteria that are desireable for trust models, and briefly discuss which models that
do, or do not, fulfill each of these criteria. Their article has similarities to this thesis
in their aim to make the evaluations of trust models comparable. However, their
comparisons are not made in-depth and their evaluation is only done qualitatively,
by discussion and reasoning. This thesis on the other hand focus on finding relevant
criteria and settings for the evaluation per se.

Zhang [8] writes about the di�erent challenges and desired properties that exist for
VANET trust models and how they are connected to the characteristics of VANETs.
He suggests useful solutions from other domains that could potentially address these
issues. He then surveys seven di�erent trust models and evaluates if they fulfill the
desired properties. This survey can also be found in Zhang [20]. The evaluation
is only done qualitatively, just as the previously discussed article, Alriyami et al.
[7]. Zhang [8] then concludes that none of the models fulfill all properties. He then
suggests the usage of simulations for VANET modelling, and to develop a compre-
hensive simulation framework, so that trust models’ robustness can be extensively
tested.

Soleymani et al. [3] conduct a systematic review over the trust management domain
in VANETs. They originate from the same issue as this thesis; that there is a lack
of comprehensive studies and reviews on existing trust models, making it hard to
compare models. Although, instead of focusing on an extensive comparison, they
conduct a systematic review. They do however include a qualitative comparison
between ten of the found models, based on the desired properties suggested by
Zhang [8]. They also land in the same conclusion as Zhang [8], that no model fulfill
all desired properties.

Ahmed and Tepe [19] perform an evaluation on two similar trust models in VANET.
Although as in several other evaluations, one of the models is the one presented by
the same authors conducting the evaluation, making it a subjective evaluation. The
evaluation is done through simulation, and the models are evaluated on their ability
to distinguish true events from the false.

However, trust models do not only exist in the VANET domain. Jelenc et al.
[9] present the same problems that are introduced in this thesis; that authors of
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trust models set up experiments and present results that are di�cult to compare.
A solution to that problem is to introduce trust testbeds, which are easy-to-use
independent platforms used to compare di�erent trust models. The basic thought
is that a subjective party can provide a tool for evaluation and comparison, using
predefined scenarios and metrics. Their article aims for trust models in general, and
not VANET trust models in particular, which this thesis does. Although, in the
general domain there is already presence of trust model testbeds. They therefore
focus on the evaluation method of the testbeds. They claim, and conclude, that
including the decision making mechanism in the models does make a di�erence to
the evaluation, despite other testbeds’ assumptions of the opposite. They then
evaluate and compare existing trust models. This thesis relate to their work in
the way that this thesis also wants to contribute to the evaluation of trust models.
However since evaluations in the VANET specific domain is not that well developed
or standardized, the evaluation settings must first be derived. Hence, this is what
this thesis aim to do, and these settings might then in turn be implemented in a
VANET trust testbed.

11



3. Related work
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4
Methodology

As stated in Section 1.3, the goal of this thesis project is to provide a foundation for
evaluating and comparing trust models in the VANET environment. To reach the
goal of the thesis project, two research questions were derived. These can be found
in Section 1.3.

RQ1 and RQ2 were approached with a systematic mapping study. This process can
be found in Section 4.1. The expected result was systematic maps that categorized
existing models and evaluation processes. These maps can be found in Sections 5.1
and 5.2.

To complement the result of the mapping study for RQ2, interviews were conducted
with industry and academia representatives. The interviews are described in Section
4.2.

4.1 Systematic mapping study

To be able to answer the first and second research question, a systematic mapping
study was conducted. The mapping study followed the steps described by Petersen
et al. [21] and is described in this section.

4.1.1 Define research questions

The first step of a systematic mapping study is to define the scope of the study. In
this project, the scope was defined by using the research question 1 and 2, previously
defined in Section 1.3.

4.1.2 Search

The second step of the mapping study was the initial search for articles. To avoid
making the search too narrow, four di�erent online libraries were used to find related
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work: ACM Digital Library [22], IEEE Explore [23], Scopus [24] and Springer Link
[25]. By including Scopus some results from other libraries, such as Wiley and
Science Direct, were also found.

The initial thought of the mapping study was to divide it into two tracks, one per
research question. Although after having read some of the articles that were found
in the search for RQ1, it was found that many of these articles presenting a model
also included an evaluation of that model, which made the article relevant for RQ2
as well. Hence, it was decided to use one search string for the entire mapping study,
and then separate the articles relevant for each of the research questions by setting
di�erent inclusion and exclusion criteria (see Section 4.1.3). The final search string
was:

(("Trust model") OR ("Trust management")) AND
(("Evaluation") OR ("Criteria")) AND
(("VANET") OR ("Vehicular ad-hoc network") OR
("V2V") OR ("V2I") OR ("V2X"))

The di�erent ways of writing ad-hoc (ad hoc, adhoc) were tested in the di�erent
search engines. It was found that ad-hoc and ad hoc generated the same results,
and adhoc generated results in the form of a subset of the previous forms, i.e. adhoc
generated fewer results, which were all included in the previous forms of writing.
Because of the indication that ad-hoc and ad hoc will generate the same results, and
also more results than adhoc, the form ad-hoc was chosen.

Initially the terms V2V, V2I and V2X were not included. Although as vehicular
networks were studied further, it was found that those terms were sometimes used to
denote inter-vehicular communication, and they were therefore added to the search
string.

This step resulted in 234 articles at the time of writing this thesis.

4.1.3 Study selection

After the initial search, inclusion and exclusion criteria were used to filter the results.
The criteria are listed in Table 4.1 with respect to each of the two first research
questions. The criteria were modified during the selection process. First, only
articles in English were included in the data extraction. Furthermore, it was added to
the inclusion criteria that the articles should propose a model explicitly for VANETs
and not just mentioning VANETs as a possible application area. This was done to
exclude general trust models that might not be suitable for the complex dynamics
of VANETs. Lastly the criteria were changed to require one single model, since one
article was found that suggested numerous models with minor di�erences, which
could skew the result of the mapping study.
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Table 4.1: Inclusion and exclusion criteria for the mapping study

RQ1 RQ2

Inclusion criteria
Both shall be fulfilled Either can be fulfilled
The title or abstract should
explicitly mention that the
paper suggests one single
trust model to be applied in
VANET.

The same inclusion criteria
used for RQ1, but also ex-
plicitly stating that the ar-
ticle evaluates the proposed
model.

From the abstract or title, the
researcher shall be able to de-
duce that VANET is the main
application area for the trust
model.

The abstract should explic-
itly mention evaluation sug-
gestions for trust models in
VANET.

Exclusion criteria Papers that are not written in English shall be excluded.

All of the articles found in the search were filtered based on these criteria. The
filtering was based solely on the articles’ abstracts and titles. No sources were ex-
cluded based on the type of study, although the sources after filtering only contained
scientific journal articles and conference papers.

The filtering resulted in 57 articles for RQ1 and 59 articles for RQ2. After duplicates
were removed, 48 articles remained for RQ1, and 47 for RQ2. An overview of the
results of these steps can be found in Table 4.2.

The two sets of articles for the two research questions had quite a large overlap. The
reason for this was, as previously mentioned, that most of the available evaluations
have been done in order to evaluate a presented model, usually in the same article.
Some articles that were not part of the overlap, and present in the RQ1 set, are
the articles that propose trust models, but do not evaluate them. The articles that
were only included in the RQ2 set were on one hand those that suggested, but not
conducted, evaluations, as well as one article with an evaluation of a model that was
presented by the same author, but in an earlier article.

4.1.4 Keywording of abstracts

As instructed by Petersen et al. [21], the keywording process was done in two steps.
Firstly, from the articles that were left from the previous step, all abstracts were
read in order to find relevant keywords, related either to the trust model presented
in the article (RQ1), or the evaluation of such models (RQ2). As the second step,
the elicited keywords were then used to create a classification scheme, with relevant
categories and corresponding alternatives.
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Table 4.2: Number of articles found and selected in the systematic mapping study

Search engine Step 1 - Search Step 2 - Study selection
Including duplicates Excluding duplicates
RQ1 RQ2 RQ1 RQ2

IEEE Explore 27 9 12
ACM DL 3 3 1
Scopus 69 26 30
Springer Link 135 19 16

Total 234 57 59 48 47

The full classification scheme for RQ1 can be found in Table 4.3. As seen in the table
the categories are Topology architecture, Main object of consideration, and Privacy.
The alternatives in these categories are mutually exclusive, this means that each
article can only be classified into one alternative of each category.

The categories resemble the results achieved by Soleymani et al. [3], where they sug-
gest that trust models can be categorized based on the main object of consideration
in the model, and also mention the topology architecture, although as an evalua-
tion metric and not as a categorization category. The topology architecture is also
used in the article by Kerrache et al. [6], although the alternative “decentralized” is
instead labeled “distributed”. The privacy category can also be found in the same
article.

Topology architecture is whether the model uses central infrastructure; some of
the models depend on road-side units. Main object of consideration is what the
model bases its trust evidence upon. This aspect was explained more thoroughly in
Section 2. The privacy category is whether the model works to ensure the privacy
of the drivers and passengers. Alriyami et al. [7] describe the privacy issue so
that confidential information, such as name, address of the driver, and the location
history are not exposed. They argue that a successful trust model should be able to
preserve the privacy of the drivers.

The classification scheme for RQ2 can be found in Table 4.4. The alternatives
in the two first categories (Evaluation type and Evaluation metric) for RQ2 are
not mutually exclusive. This means that each article can be classified into several
alternatives of those categories. The alternatives in the remaining categories are
on the other hand mutually exclusive. The alternatives for the category Evaluation
metric do reflect some of the metrics in the article by Soleymani et al. [3].

Evaluation type is how the article conduct or suggest the evaluation to be done.
Evaluation metric is how the trust models are evaluated; how their success are
measured, in order to be compared. The three last categories are only applied for
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Table 4.3: Classification scheme for the mapping study for RQ1

Category Alternative Description

Topology architecture
Centralized The model depends on a central

entity to function
Decentralized The model can function without

a central entity

Main object of consideration
Entity-centric The trust evaluation is based on

the entity from which the data
Data-centric The trust evaluation is based on

the data and information that
are being sent and received

Combined The trust evaluation is based on
both the data and information as
well as the entity from which it
is sent

Privacy
Yes In the article the authors claim

that the model enables privacy
No In the article the authors do not

claim that the model enables pri-
vacy

conducted simulative evaluations and they are: in what environment the simulation
takes place, which dynamics the simulation uses in order to simulate as close to a
real-life scenario as possible, and what application the VANETs are being used for
in the simulations.

Regarding the classification of scenario environments in the simulations within the
articles, the logic that was used is illustrated in Figure 4.1. First, the road charac-
teristics were analyzed. If there was only a straight, one directional lane, this was
classified as a highway scenario. Intersections and road grids were classified as urban
scenarios. If no characteristics were found, speed was considered. Here, high speed
roads (over 80km/h) were classified as highway scenarios, whereas low speed roads
(below 80km/h) were classified as urban scenarios. Some of the articles used both
types of scenarios in their simulations.
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Table 4.4: Classification scheme for the mapping study for RQ2

Category Alternative Description

Evaluation type
Simulative The evaluation is based on simulations
Analytical The evaluation is done by using analyt-

ical models, e.g. a Markov chain
Qualitative The evaluation is done by theoretical

discussion and reasoning

Evaluation metric

Path time The article evaluates how the path time
is a�ected when using the VANET for
route planning

Accuracy The article evaluates how well the
model can distinguish true information
from false

Performance The article evaluates e�ciency con-
nected to the computational part of the
model, e.g. response time and compu-
tational e�ciency

Scalability The article evaluates if the model can
be applied in networks of a larger scale

Privacy The article evaluates how well the
model can preserve privacy among the
vehicles in the network

Decentralization The article evaluates whether the
model needs a central unit to function

Dynamic The article evaluates how well the
model handles changes in the network

Cost The article evaluates how cost e�cient
the model is

Simulation scenario
environment

Urban See Figure 4.1
Highway See Figure 4.1
Both The simulation uses both type of envi-

ronments. See Figure 4.1
Unknown The scenario environment is not known

by reading the article

Simulation dynamics

Network The model is simulated using a network
simulator

Tra�c The model is simulated in a tra�c sim-
ulator, or explicitly mentioned that the
tra�c is simulated as well
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Table 4.4: Classification scheme for the mapping study for RQ2 (continued)

Category Alternative Description
Both The model is simulated with both traf-

fic and network dynamics
Neither The model is not simulated using either

dynamics above

Simulation VANET
application

Road events In the simulation, the VANET is used
to send information about discrete, bi-
nary, road events at particular loca-
tions, such as if there is an accident at
a particular location or not

Route planning In the simulation, the VANET is used
to send information about the travel
time for the di�erent paths

Platooning In the simulation, the VANET is used
to let the vehicles participating platoon

Not specified In the simulation, the VANET is not
used for a particular application, or
there is a missing description for the
application

4.1.5 Data extraction & mapping process

The last step of the systematic mapping study is the data extraction and mapping
process. The articles found earlier were mapped based on the classification scheme
presented in the previous section. To answer RQ1, a single systematic map was
compiled, and can be found in Figure 5.1.

For RQ2, five systematic maps were compiled. They can be found in Figures 5.2,
5.3, 5.4, 5.5, and 5.6.

4.2 Interviews

To complement the result from the mapping study, and provide further foundation
for analysis when answering RQ2, interviews were conducted. The main purpose of
the interviews were to get input from the automotive industry of what their view on
VANETs and the corresponding trust models is. Both the potential and most valu-
able applications of VANETs were approached, as well as the value of implementing
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trust models in relation to existing cryptography solutions. The interviews were of
semi-structured character and the interview subjects included representatives from
both industry and academia.

As described by Longhurst [26], semi-structured interviews are suitable in qualitative
studies where the researcher aims to elicit information from a person by asking
questions, in a conversational manner. It is also stated in Longhurst [26] that the
interviewer should prepare questions before the interview, but can choose which of
them to actually include and in which order, as the interview proceeds.

The interview subjects were selected by focusing on interviewees with experience
mainly in the automotive domain, but most preferably also with experience of trust
models. Potential subjects were selected by targeting relevant companies in the
industry as well as researchers received by recommendations. Additional subjects
were received by asking for other potential contacts from the interviewees.

The interviews in this thesis project were some conducted in person, at the o�ce
where the interview subject was located, or via phone calls, since some of the subjects
were located outside of Sweden. The meetings always started out with an introduc-
tion of the project and an explanation of the purpose of the interview. The exact
introduction and the questions that were prepared for the interviews are presented
in Appendix A. For all of the interviews, the first question was the same.
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Results

This chapter aims to present the results for the research questions in consecutive
order. It is divided into three sections where Section 5.1 presents the result for RQ1
and Section 5.2 and 5.3 present the result for RQ2.

5.1 Mapping of existing models

In this section, the result of the mapping study that aimed to answer the first
research question (Which models for ensuring trust in a VANET environment exist?)
is presented. The result is displayed as a single diagram in Figure 5.1. The actual
articles in each category are listed in Table 5.1. Since the categories were mutually
exclusive the result could be presented in one single diagram. The diagram has
the main object of consideration on the y-axis and the topology architecture on the
x-axis. It is divided into two facets representing the privacy category.

As noted in the figure, there is currently a total of 48 models available, where
36 models do not address the privacy issue. The distribution in main object of
consideration is very close to being perfectly evenly spread out, with 17, 15, and 16
models for Entity, Data, and Combined respectively.

Decentralized topology architecture is also clearly the most common topology ar-
chitecture, with 35 models. This di�erence is visible in all of the categories on the
y-axis, except the entity-based models, where centralized topology architecture is
slightly more common than decentralized topology architecture. Entity-based mod-
els also have a slightly larger representation among the privacy-models. There is no
large di�erence between data-based and combined models in terms of their topology
architecture or their way of addressing the privacy issue.
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Figure 5.1: Systematic map from the mapping study for RQ1
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Table 5.1: The underlying data for the systematic mapping for RQ1

Model Topology
architecture

Major object of
consideration

Privacy

Anyigor Ogah et al. [27] Centralized Entity No Privacy
Gai et al. [28] Centralized Entity No Privacy
Machado and Venkatasubra-
manian [29]

Centralized Entity No Privacy

Hu et al. [30] Centralized Entity No Privacy
Sugumar [31] Centralized Entity No Privacy
Bamberger et al. [32] Decentralized Entity No Privacy
Sengathir et al. [33] Decentralized Entity No Privacy
Wang and Chigan [34] Decentralized Entity No Privacy
Minhas et al. [16] Decentralized Entity No Privacy
Bhargava et al. [35] Decentralized Entity No Privacy
Abdelaziz et al. [36] Decentralized Entity No Privacy
Kothari et al. [37] Centralized Data No Privacy
Wu et al. [17] Decentralized Data No Privacy
Gazdar et al. [38] Decentralized Data No Privacy
Mehdi et al. [39] Decentralized Data No Privacy
Wang and Wu [40] Decentralized Data No Privacy
Shrivastava et al. [41] Decentralized Data No Privacy
Gurung et al. [42] Decentralized Data No Privacy
Ding et al. [43] Decentralized Data No Privacy
Basheer et al. [44] Decentralized Data No Privacy
Abumansoor and Boukerche
[45]

Decentralized Data No Privacy

Koster et al. [46] Decentralized Data No Privacy
Rehman et al. [47] Decentralized Data No Privacy
Huang et al. [48] Centralized Combined No Privacy
Liao et al. [4] Centralized Combined No Privacy
Ltifi et al. [49] Decentralized Combined No Privacy
Finnson et al. [50] Decentralized Combined No Privacy
Haddadou et al. [51] Decentralized Combined No Privacy
Primiero et al. [52] Decentralized Combined No Privacy
Soleymani et al. [53] Decentralized Combined No Privacy
Cohen et al. [54] Decentralized Combined No Privacy
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Table 5.1: The underlying data for the systematic mapping for RQ1 (continued)

Model Topology
architecture

Major object of
consideration

Privacy

Saraswat and Chaurasia [55] Decentralized Combined No Privacy
Sargunavathi and Martin
L. M. [56]

Decentralized Combined No Privacy

Haddadou and Rachedi [57] Decentralized Combined No Privacy
Liu et al. [58] Decentralized Combined No Privacy
Haddadou et al. [59] Decentralized Combined No Privacy
Monir et al. [60] Centralized Entity Privacy
Kim and Bae [61] Centralized Entity Privacy
Gao et al. [62] Centralized Entity Privacy
Hu et al. [63] Centralized Entity Privacy
Wei et al. [64] Decentralized Entity Privacy
Hasrouny et al. [65] Decentralized Entity Privacy
Wei and Chen [66] Centralized Data Privacy
Shaikh and Alzahrani [67] Decentralized Data Privacy
Mazilu et al. [68] Decentralized Data Privacy
Tajeddine et al. [69] Decentralized Combined Privacy
Choi et al. [70] Decentralized Combined Privacy
Wei and Chen [71] Decentralized Combined Privacy

5.2 Mapping of evaluation settings

In this section, the results of the mapping study that aimed to answer the second
research question (What are relevant criteria for industrial settings to evaluate trust
models in the VANET environment?) are presented. The result is displayed in
multiple bar charts, one per category, which makes potential correlations between
the di�erent categories impossible to extract. The underlying data can be found in
Appendix B. The diagrams are presented consecutively, ending with a summary.

The first diagram, Figure 5.2, displays the Type of evaluation. A single article may
have conducted or suggested multiple types of evaluations. The simulative evalua-
tion method is clearly the most popular. 42 articles conduct or suggest simulative
evaluations, while analytical and qualitative evaluations are only suggested or con-
ducted 8 and 9 times respectively.
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Figure 5.2: Systematic map from the mapping study for RQ2: Type of evaluation
conducted, or suggested, in each article

The second diagram, Figure 5.3, displays the Type of evaluation metric. A single
article may have used or suggested multiple metrics. The clearly most popular eval-
uation metric is the accuracy metric, with 33 articles, followed by the performance
metric, with 17 articles. The other metrics all have about the same frequency, with
5 or 6 articles, except the cost metric, which was only used or suggested once.

The last three diagrams only include the articles that actually conduct a simulative
evaluation, which is a total of 41 articles.

The first of the simulation diagrams, Figure 5.4, displays the Simulation scenario
environment. About one fourth, 10 models, did not present in what environment the
simulation was conducted in. Only 6 models were simulated in both environments.
The urban environment was almost twice as common as the highway environment,
with a total of 24 articles versus 13 articles.

The second of the simulation diagrams, Figure 5.5, displays the Simulation dynam-
ics. A clear majority, 29 articles, use both network and tra�c dynamics in their
simulations. Only seven articles do not use either dynamics. There is no big di�er-
ence in the usage of network or tra�c dynamics.

The last one of the simulation diagrams, Figure 5.6, displays the Simulation VANET
application. A clear majority, 26 articles, do not simulate using a specific VANET
application. 8 of the articles simulate VANET for road events messaging, 6 for route
planning and only one single article simulate platooning.
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5.3 Interview results for VANET applications

The results from the interviews are presented below, divided per interview question.
These results complement the mapping study for RQ2 by showing what view the
industry and academia has on the topic of VANET and corresponding trust models,
in contrast to what theory showed in the articles that were analyzed in the mapping
study.

5.3.1 Relevant application areas for VANETs

Out of the six people that were interviewed, four mentioned platooning for trucks
as the most relevant VANET application area. Other application areas included
communication between vehicles as well as road side units such as tra�c lights.
The information being sent in this type of application could be, according to our
interview subjects, regarding road conditions as well as potential tra�c congestions.
It is also mentioned that VANET could be used to schedule tra�c.

5.3.2 Challenges of implementing VANET applications

One of the challenges of implementing these di�erent VANET applications, was said
in the interviews to be to reach the critical mass. This means that enough vehicles
would have the same VANET technology implemented in order to create enough
value of implementing the technology for additional vehicles. Connected to this,
one of the interview subjects mentioned the challenge of standardization, and how
to make every vehicle using VANET interpret information and parameters the same
way. Another challenge that was explained by one of the interview subjects is the
issue of responsibility. If one vehicle sends information to another that causes an
accident – is the sending vehicle or the receiving vehicle responsible for the accident?
This is a question that the same interview subject said is hard to answer but still
necessary to answer if the goal is to send information between vehicles.

5.3.3 Trust model in relation to cryptography

By multiple interview subjects, it was mentioned that trust models should be devel-
oped and presented as a complement to cryptography. One reason for this was said
to be that no matter how advanced and secure a cryptography solutions is, it will
only be a matter of time until there is an attack that can break the cryptography. It
was further mentioned that errors such as dysfunctional sensors cannot be handled
by cryptography, but can theoretically be handled by a trust model.
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5.3.4 Valuable VANET applications for the industry

Connected to the issue previously mentioned regarding reaching a critical mass of
VANET users, the VANET application that is closest to hand for the industry is said
by the majority of the interview subjects to be platooning for trucks. The reason
for this was since it only requires very few vehicles, the participating vehicles in the
platoon, to implement VANET technology. Further on, platooning was described
as a clear business case for the automotive industry, with measurable benefits such
as decreased fuel consumption and thus lower costs. It was also mentioned that
shipping firms that will use platooning, will most probably require that trucks of
multiple brands can be included in one platoon.

5.3.5 Potential attack scenarios

The attack scenarios that were mentioned in the conducted interviews were hijacking
attacks. The result of these attacks was said to be that the hijacking agents might
take over the control of the vehicles and hence cause a collision. It could also result
in the hijacker sending false information in order to stop or misdirect tra�c.
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6
Discussion

In this chapter the results of the study are analyzed and discussed. The answers to
the research questions are presented in Section 6.1. This is followed by Section 6.2
which discusses potential threats to the validity of the study.

6.1 Analysis

This section is divided into two subsections discussing the results related to each
respective research question, and how those results relate to the goal.

6.1.1 Classification of existing trust models

In the classification of existing trust models, the first category is topology archi-
tecture, where the majority of the models were classified as decentralized. This is
coherent with the general recommendation for trust models in VANETs; to prefer
decentralization over centralization (Alriyami et al. [7]). This also suggests that
most authors are aware of the preferred topology architecture.

In terms of the second classification category, main objective of consideration, the
models were almost evenly distributed over the alternatives entity-based, data-based
and combined. This is probably an e�ect of the fact that the di�erent categories
have both advantages and disadvantages, and are suitable in di�erent situations and
applications, as mentioned by Alriyami et al. [7]. Hence, it might be necessary in
the future to use several trust models in vehicles to be able to handle a large variety
of threats.

The third and last category of the classification was whether or not the model
addressed the privacy issue. Out of the 48 models that were classified in the mapping
study, only 12 were said to approach the issue of retaining the privacy of the vehicles
in the VANETs. This is in itself an issue since, as previously mentioned according
to Alriyami et al. [7], privacy of the vehicles is an important dilemma, not least in
order for VANET technologies to be attractive within the industry. It is however
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a complex issue, which might be the reason why most models do not address the
privacy issue yet. Regarding correlation between the categories, the largest amount
of models that approach the privacy issue (9 out of 12), are entity-based or combined.
This correlation is expected since the entities themselves are being evaluated, and
hence, the privacy of the entities, i.e. the vehicles, is exposed.

It should also be noticed that some of the models might not be realizable. As stated
by Alriyami et al. [7], some of the models make assumption that are not feasible or
realistic. For instance, they find that one model assumes global knowledge of the
network. One reason for this might be that many models are fairly old and not
fully developed, or that there are no established ways for how to test the models.
This indicates that some sort of filtering, or guidelines for how to quickly assess a
found model, should be done in future work, in order to make sure that only realistic
models are evaluated.

The derived systematic map can be used for di�erent purposes when conducting a
future evaluation. The most evident one is to get an overview of what type of models
exist today and what characterizes them. Another benefit of the systematic map is
that it will be possible to quickly find several models with similar characteristics, or
models with a specific set of characteristics, by using the systematic map together
with its data.

6.1.2 Industrial settings for evaluation of trust models

As stated in the results section, the simulative evaluations were by far the most
popular evaluation type. This is similar to the findings in Kerrache et al. [6], and
also follows the recommendations by Zhang [8]. Hence, the way current evaluations
are done do not contradict the suggested methodology, however, just like the find-
ings in Zhang [8], the current simulations may not be done as comprehensively as
suggested by Kerrache et al. [6] and Zhang [8], who suggest to use testbeds and
comprehensive simulation software. It is also suggested that evaluations should be
done in real-life, although this lowers the reproducibility of the evaluation, and obvi-
ously the feasibility (Sommer and Dressler [2]). An impact in feasibility might limit
the number of evaluations, since only researchers with a large amount of resources
will be able to conduct the evaluations. A lowered reproducibility will also make it
hard to validate any empirical studies, both by the conducting researchers as well
as other researchers. Consequently, the transparency that was desired among the
evaluations might not be reached using real-life evaluations. The high frequency
of simulative evaluations confirms that simulations are an appropriate evaluation
method for VANET trust models.

Among the evaluation metrics, the accuracy metric was the most popular, followed
by the performance metric. This thesis’ definition of the accuracy metric is mainly
based on if the model produces trust values that reflect reality. For instance, a
malicious node receives lower trust than trustworthy nodes. An example of such a
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measure is the F-measure. The performance metric is mainly based on the load the
model make on the system, for instance computational e�ciency, network overhead
or response time. The other metrics’ definitions can be found in Section 4. Accuracy
is one of the key metrics in the testbed developed by Jelenc et al. [9], and is the only
used metric when choosing not to include a decision mechanism in the evaluation.
Thus, they suggest that the accuracy metric is the most important metric, which the
results in this thesis also indicate. Hence, it is highly recommended to use accuracy
as one of the metrics when evaluating trust models.

The performance metric resembles the Opinion cost metric in the testbed by Jelenc
et al. [9] since both are a measure of the amount of work conducted, although the
metrics are measured in completely di�erent ways. The performance metric is usu-
ally a measure of load on the on-board computational unit when doing calculations,
while the opinion cost metric is more related to how many other agents the model
asks for opinion. The performance metric might be popular in VANETs because it is
such a unique domain, where the trust computation usually takes place on a device
with limited computational power, and particularly in the evaluation of data-centric
trust models which usually require processing of larger amount of data. Although,
since computers get more and more e�cient, equipped with more computational
power, this metric might become less relevant, and is therefore not as important to
include as the accuracy metric.

The last metric that Jelenc et al. [9] include is the Utility metric, which combines
the trust model with a decision mechanism, and evaluates the quality of the deci-
sion taken. Although, in the articles found, there is seldom a decision mechanism
included. The only metric that is found to evaluate the decision is the path time
metric, although it is very specific to the route planning application. Hence, in
general, a utility metric, or evaluation of decision, is not included in the mapped
evaluations. According to Jelenc et al. [9], one should be careful in the choice of de-
cision mechanism, since it will impact the evaluation results. They give the options
to evaluate with multiple decision mechanisms, but also stress that the evaluation
can be conducted solely without the decision mechanism. Hence, it is not a priority
to include the quality of the decision taken, as a metric.

Among the simulation environments, the urban environment was much more com-
mon than the highway environment. This is similar to the findings by Sommer and
Dressler [2], which indicates that VANET trust model simulations do not di�er that
much from VANET simulations in general. The choice of urban environment is how-
ever in contrast with the fact that VANETs are particularly useful in rural areas,
where there might be a lack of fixed communication infrastructure (Zhang and Wol�
[72]). Although, the models might be evaluated as often in urban environments due
to their requirement of high network density. Also, the choice of environment is
depending on application, for instance routing application might be more relevant
in urban areas, and platooning in highway environment. Hence, even though the
findings show that simulations can be conducted in both types of environments, the
choice of environment will be connected to the choice of application.
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The usage of both network and tra�c dynamics in the simulations have high fre-
quency, and is coherent with the general recommendations in Sommer and Dressler
[2] and Grzybek et al. [73]. The finding that most of the evaluations use both dy-
namics is similar to the findings of the mapping of general VANET simulations in
Sommer and Dressler [2]. This confirmation that trust models can be evaluated
with both dynamics, together with the general recommendations to use both dy-
namics for VANET simulations, entails that when simulating in the future, using
both dynamics in combination is highly recommended.

The high frequency of simulations that did not specify application might have mul-
tiple explanations, for instance that the authors aimed to make a model that can be
generally applied since it is still not clear which application that is most relevant for
VANETs. The interview results showed something entirely di�erent, since a major-
ity of the interview objects agreed on platooning being the most relevant VANET
application. The mapping study results also contradict the recommendation by
Zhang [8], which emphasizes the need to simulate as close to real-life scenarios as
possible.

The high frequency of simulations that did not specify application might also indi-
cate that the models themselves are general, and that the choice of application does
not a�ect the evaluation. However, this hypothesis is easily tested, by evaluating
the models with di�erent applications. Hence, for a future simulation, an evaluation
with several application areas is desirable.

The road events application might be most common because it is easy to simulate
and implement, with discrete binary events that could easily be confirmed or dis-
proved by the entities. Hence, for a first simple simulation this application could be
a good starting point.

The low frequency of simulating platooning might indicate that trust models will
not really contribute to that particular application, and that cryptography might
be a su�cient security solution. However, in the interviews, it was pointed out
that shipping firms require their fleet to contain trucks from multiple brands, hence
pushing towards an open VANET environment for platooning as well, which requires
the cryptography to be completed with trust models. Sommer and Dressler [2] also
recognize platooning as one of the most demanded applications. Because of the
value platooning will provide, and the indication that trust models is required for it
to work, platooning is a very relevant application to evaluate with.

A very important part in the simulation of VANETs is the routing protocol (Sommer
and Dressler [2]). Although this was not a part of the mapping study, and hence
not of the result either. One possible explanation is given by the very methodology
that was used, the systematic mapping, in conjunction with what Kerrache et al.
[6] write. The mapping study is dependent on what is written in the subject that
are studied; if a particular subject is never mentioned, it will not be included in
the mapping, which points towards that routing protocols are not mentioned in the
articles. This is confirmed by Kerrache et al. [6], which mention that none of the
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models they study mention which routing protocol they use in their simulations.
The most common routing protocol is therefore something that is unknown and
cannot be given a recommendation about. Although, the routing protocol is usually
related to the application (Sommer and Dressler [2]), and the best recommendation
that can be given is that future researchers explicitly state all assumptions, including
which routing protocol that is used, in order to provide more transparency.

To summarize; simulative evaluations are preferred over analytical or qualitative
evaluations. When evaluating the models, they should preferably be evaluated with
regards to their accuracy. Both simulation dynamics, networks and tra�c, should be
included in the simulations. It is highly recommended to use a VANET application
in the simulations, and to choose an appropriate environment in order to simulate a
close to real-life scenario as possible. Choosing platooning as application is preferred,
although for a more simpler simulation, the road events application can su�ce.

6.2 Threats to validity

The threats to validity of this thesis are presented in this section, and are divided
by the two research methods that were used in this thesis.

6.2.1 Systematic mapping study

The threats to validity of the systematic mapping study were divided into construct
validity, reliability, internal validity and external validity.

Construct validity in the context of a mapping study is about whether what was
studied actually was coherent with the goal of the mapping study (Engström and
Runeson [74]). One factor that might have had an impact on this is the terms used
in the initial search. For instance, the term Inter Vehicular Communication is a
term that could be a synonym to VANET and using that term in the search might
have given a more extensive result. Although, many other synonyms were used to
denote such communication, which in turn minimizes this risk. Another possible
factor is that not all relevant articles matching the string were found. By choosing
four well known databases, and not excluding any result based on type, the authors
believe that this validity threat is fairly mitigated.

Reliability of a mapping study is according to Engström and Runeson [74] a mea-
sure of whether the study is repeatable. To increase the reliability of the mapping
study in this thesis, the execution is described thoroughly in Section 4.1, with de-
fined search strings, inclusion and exclusion criteria and classification schemes. One
factor that might have decreased the reliability is the fact that the two authors of
this thesis divided the articles between them, both when it came to applying the
inclusion and exclusion criteria, as well as to classifying the selected articles. The
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risk was mitigated by the authors working in close collaboration, raising any issues
and uncertainties, and then iterating over the criteria or classification scheme if
necessary. At the same time, some of the articles were classified by both authors
who then compared the result, in order to ensure that both authors interpreted the
criteria and classification scheme the same way.

Internal validity is regarding the analysis of the study and whether the conclusions
drawn are reasonable (Engström and Runeson [74]). The area of trust models in
VANETs is rather unexplored, making it hard to validate any analysis of results.
However, by carefully comparing the analysis of the result to the related work that is
available in the domain, the risks to internal validity could be somewhat mitigated.

Finally, the external validity determines the generalizability of the result (Engström
and Runeson [74]). It is related to if experiments conducted can be generalized to
other parts of the domain or to completely di�erent domains. Since the mapping
study is conducted over the entire domain of VANETs, the threats to the external
validity are minimal, however to generalize the results to another domain might not
be possible because of the unique nature of VANETs.

6.2.2 Interviews

The main threat to validity of the interviews in this thesis is the possibility of con-
venience sampling. Convenience sampling exist when data is collected from objects
that are conveniently available when conducting the study (Dudovskiy [75]). Since
this thesis was written in Gothenburg, some of the interview subjects came from the
many organizations working in the automotive industry in Gothenburg. Although
to avoid convenience sampling to some extent, 3 people outside of Gothenburg were
contacted and interviewed, including 2 from outside of Sweden.

The sample size of the interview subjects, i.e. the number of people that were
interviewed, might also be a threat to validity. As the interviews subjects were
chosen for this thesis, it was taken into consideration to include representatives
from both industry and academia, as well as from di�erent geographical position.
By doing this, the authors believe that the resulting sample size is large enough to
include relevant aspects.

38



7
Conclusion & future work

The purpose of this study was to provide a foundation for evaluating and comparing
trust models in the VANET environment. To reach the goal, existing trust models
in the VANET environment have been mapped, and possible evaluation settings for
such models have been derived. It has been done through a systematic mapping
study and through interviews. 48 trust models have been found, and subsequently
categorized by their topology architecture, their main object of consideration as well
as if they address the privacy issue. Five aspects regarding evaluation have been
considered; evaluation type, evaluation metric, simulation dynamics, simulation en-
vironment and VANET application in simulations. Guidelines for future research;
how to choose a model to evaluate as well as how to choose appropriate evaluation
settings have also been derived and presented.

Regarding future work, as stated previously, the mapped trust models have not
been systematically evaluated so far, and other research suggests that trust models
in the VANET domain have varying quality, with for instance unrealistic assump-
tions. Hence, an initial qualitative filtering, or guidelines for how to quickly assess
a found model, would provide value for future researchers trying to select models to
implement or evaluate. In addition, the foundation provided in this thesis does not
o�er any concrete information about routing protocols, even though they make up
a central part in VANETs. Hence, any research towards adding information about
routing protocols to the foundation is desirable.

As this thesis purpose is to contribute to future evaluations of trust models, fu-
ture research conducting objective simulative evaluations would greatly contribute
to the research area. In order to conduct an evaluation, a choice of models must be
made. The choice of models can be supported by the systematic map of the trust
models provided earlier. The evaluation settings must also be specified, and can
be supported by the earlier provided arguments, with regards to evaluation met-
ric, simulation dynamics, simulation environment, and VANET application. Even
though there are preferred settings in which simulations should be conducted, there
are still no, to the best of the authors’ knowledge, objective simulative evaluations
available in this domain. Hence, any simulative evaluation and comparison will still
be a contribution.
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A
Interview template

The interviews started by the authors introducing the thesis, see Section A.1. Then
the questions in Section A.2 were asked.

A.1 Introduction

We are two software engineering students from Chalmers in Gothenburg. When we
studied the research field of VANET trust models, we saw that there was a lack
of comparable evaluations, and the evaluations we did find were evaluations often
made by the same authors proposing the model, hence they are not objective. So
we thought we wanted to contribute to making the models comparable.

We derived two main research questions:

• What trust models exist?

• How are they evaluated?

After having started our study, we decided that we want to investigate the possibility
to evaluate the models through simulation. Here, we found di�erent areas that needs
to be investigated:

• What trust models shall we compare?

• What tools shall we use?

• What specific model of VANET shall we use? I.e. routing protocol, multihop
etc.

• For what VANET application shall we compare?
Usually these models are general, and not specific to a certain application area.
If they are to be simulated, an application area must be specified.

I



A. Interview template

A.2 Questions

1. What do you see as the most relevant application area for VANETs?

2. What are the challenges of implementing this VANET application?

3. Is there a value of implementing a trust model in this application, in relation
to cryptography?

4. What VANET application would be most valuable for the industry to compare
the models in?

5. What are potential attack scenarios in the mentioned VANET application?

II



B
The articles and their classification

Table B.1: The classified articles with regards to evaluation type

Model Simulative Analytical Qualitative
Monir et al. [60] x x
Ltifi et al. [49] x
Wu et al. [17] x
Gazdar et al. [38] x x
Finnson et al. [50] x
Mehdi et al. [39] x
Haddadou et al. [51] x x
Tajeddine et al. [69] x
Zhou et al. [76] x
Huang et al. [48] x
Tan et al. [77] x
Liao et al. [4] x
Cohen et al. [54] x x
Diep and Yeo [78] x
Saraswat and Chaurasia [55] x
Gao et al. [62] x
Wei and Chen [66] x
Wei et al. [64] x
Wang and Wu [40] x
Heibati and Movahedinia [79] x
Haddadou and Rachedi [57] x
Wei and Chen [71] x
Ahmed and Tepe [19] x
Alriyami et al. [7] x x x

III



B. The articles and their classification

Table B.1: The classified articles with regards to evaluation type (continued)

Model Simulative Analytical Qualitative
Wei and Chen [80] x
Shrivastava et al. [41] x
Gurung et al. [42] x
Minhas et al. [16] x
Shaikh and Alzahrani [67] x x x
Bhargava et al. [35] x
Liu et al. [58] x x
Hu et al. [63] x
Gai et al. [28] x
Wei and Chen [81] x
Ding et al. [82] x
Wang et al. [83] x
Mazilu et al. [68] x
Hasrouny et al. [65] x
Machado and Venkatasubramanian
[29]

x

Abumansoor and Boukerche [45] x x
Hu et al. [30] x x x
Kothari et al. [37] x
Sugumar [31] x
Zhang [8] x
Shaikh and Alzahrani [84] x
Abdelaziz et al. [36] x
Zhang et al. [85] x

IV



B. The articles and their classification

Table B.2: The classified articles with regards to evaluation metric

Model Pt A Pe Sc Pr De Dy C
Monir et al. [60] x x x x x
Ltifi et al. [49] x
Wu et al. [17] x x
Gazdar et al. [38]
Finnson et al. [50] x
Mehdi et al. [39] x
Haddadou et al. [51] x
Tajeddine et al. [69] x
Zhou et al. [76]
Huang et al. [48] x
Tan et al. [77] x
Liao et al. [4] x
Cohen et al. [54] x
Diep and Yeo [78] x
Saraswat and Chaurasia [55] x
Gao et al. [62] x
Wei and Chen [66] x x
Wei et al. [64] x x
Wang and Wu [40] x x
Heibati and Movahedinia [79] x
Haddadou and Rachedi [57] x x
Hasrouny et al. [65] x x
Ahmed and Tepe [19] x
Alriyami et al. [7] x x x x x
Wei and Chen [80] x x
Shrivastava et al. [41] x
Gurung et al. [42] x
Minhas et al. [16] x x
Shaikh and Alzahrani [67] x x x x x
Bhargava et al. [35] x
Liu et al. [58] x x x x
Hu et al. [63] x
Gai et al. [28] x
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B. The articles and their classification

Table B.2: The classified articles with regards to evaluation metric (continued)

Model Pt A Pe Sc Pr De Dy C
Wei and Chen [81] x
Ding et al. [82] x
Wang et al. [83] x
Mazilu et al. [68] x
Hasrouny et al. [65]
Machado and Venkatasubramanian
[29]

x

Abumansoor and Boukerche [45] x x
Hu et al. [30] x x
Kothari et al. [37] x
Sugumar [31] x x
Zhang [8] x x x x x x
Shaikh and Alzahrani [84] x x
Abdelaziz et al. [36] x
Zhang et al. [85] x x

Notes: Pt = Path time, A = Accuracy, Pe = Performance, Sc = Scalability,
Pr = Privacy, De = Decentralization, Dy = Dynamic, C = Cost

VI



B. The articles and their classification

Table B.3: The classified simulations with regards to simulation environment

Model Both Urban Highway Unknown
Ltifi et al. [49] x
Wu et al. [17] x
Gazdar et al. [38] x
Finnson et al. [50] x
Mehdi et al. [39] x
Haddadou et al. [51] x
Tajeddine et al. [69] x
Zhou et al. [76] x
Huang et al. [48] x
Tan et al. [77] x
Liao et al. [4] x
Cohen et al. [54] x
Diep and Yeo [78] x
Saraswat and Chaurasia [55] x
Wei and Chen [66] x
Wei et al. [64] x
Wang and Wu [40] x
Heibati and Movahedinia [79] x
Haddadou and Rachedi [57] x
Wei and Chen [71] x
Ahmed and Tepe [19] x
Wei and Chen [80] x
Shrivastava et al. [41] x
Gurung et al. [42] x
Minhas et al. [16] x
Shaikh and Alzahrani [67] x
Bhargava et al. [35] x
Liu et al. [58] x
Hu et al. [63] x
Gai et al. [28] x
Wei and Chen [81] x
Ding et al. [82] x
Wang et al. [83] x

VII



B. The articles and their classification

Table B.3: The classified simulations with regards to simulation environment (con-
tinued)

Model Both Urban Highway Unknown
Mazilu et al. [68] x
Machado and Venkatasubramanian
[29]

x

Abumansoor and Boukerche [45] x
Hu et al. [30] x
Kothari et al. [37] x
Sugumar [31] x
Abdelaziz et al. [36] x
Zhang et al. [85] x
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B. The articles and their classification

Table B.4: The classified simulations with regards to simulation dynamics

Model Both Network Tra�c Neither
Ltifi et al. [49] x
Wu et al. [17] x
Gazdar et al. [38] x
Finnson et al. [50] x
Mehdi et al. [39] x
Haddadou et al. [51] x
Tajeddine et al. [69] x
Zhou et al. [76] x
Huang et al. [48] x
Tan et al. [77] x
Liao et al. [4] x
Cohen et al. [54] x
Diep and Yeo [78] x
Saraswat and Chaurasia [55] x
Wei and Chen [66] x
Wei et al. [64] x
Wang and Wu [40] x
Heibati and Movahedinia [79] x
Haddadou and Rachedi [57] x
Wei and Chen [71] x
Ahmed and Tepe [19] x
Wei and Chen [80] x
Shrivastava et al. [41] x
Gurung et al. [42] x
Minhas et al. [16] x
Shaikh and Alzahrani [67] x
Bhargava et al. [35] x
Liu et al. [58] x
Hu et al. [63] x
Gai et al. [28] x
Wei and Chen [81] x
Ding et al. [82] x
Wang et al. [83] x
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B. The articles and their classification

Table B.4: The classified simulations with regards to simulation dynamics (con-
tinued)

Model Both Network Tra�c Neither
Mazilu et al. [68] x
Machado and Venkatasubramanian
[29]

x

Abumansoor and Boukerche [45] x
Hu et al. [30] x
Kothari et al. [37] x
Sugumar [31] x
Abdelaziz et al. [36] x
Zhang et al. [85] x

X



B. The articles and their classification

Table B.5: The classified simulations with regards to VANET application

Model RE RP P NS
Ltifi et al. [49] x
Wu et al. [17] x
Gazdar et al. [38] x
Finnson et al. [50] x
Mehdi et al. [39] x
Haddadou et al. [51] x
Tajeddine et al. [69] x
Zhou et al. [76] x
Huang et al. [48] x
Tan et al. [77] x
Liao et al. [4] x
Cohen et al. [54] x
Diep and Yeo [78] x
Saraswat and Chaurasia [55] x
Wei and Chen [66] x
Wei et al. [64] x
Wang and Wu [40] x
Heibati and Movahedinia [79] x
Haddadou and Rachedi [57] x
Wei and Chen [71] x
Ahmed and Tepe [19] x
Wei and Chen [80] x
Shrivastava et al. [41] x
Gurung et al. [42] x
Minhas et al. [16] x
Shaikh and Alzahrani [67] x
Bhargava et al. [35] x
Liu et al. [58] x
Hu et al. [63] x
Gai et al. [28] x
Wei and Chen [81] x
Ding et al. [82] x
Wang et al. [83] x
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B. The articles and their classification

Table B.5: The classified simulations with regards to VANET application (contin-
ued)

Model RE RP P NS
Mazilu et al. [68] x
Machado and Venkatasubramanian
[29]

x

Abumansoor and Boukerche [45] x
Hu et al. [30] x
Kothari et al. [37] x
Sugumar [31] x
Abdelaziz et al. [36] x
Zhang et al. [85] x

Notes: RE = Road Events, RP = Route Planning,
P = Platooning, NS = Not specified
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