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Valentin Tudor
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ABSTRACT
Cyberphysical systems introduce computing and communication devices within
different sectors of society generating large quantities of data. Information ex-
tracted from these data gives better understanding of these sectors and the sys-
tems within them. There are many ways in which the information extracted
from these data can be harnessed. For example, monitoring these devices is
important in order to keep account of their correct functionality, especially in
critical infrastructures, and the aforementioned data can be used to construct
and enhance such monitoring systems.

Processing these data is not always easy, first due to their complexity and
also due to the sensitive personal information that might be inferred from them.
The processing must be done with care in order to preserve the privacy of the
users whose behavior generates the data in question. Different methods and
technologies have been proposed in order to preserve the privacy of these per-
sonal data and they are tailored to the same data that they are protecting. Be-
cause of this, it is important to study the influence of the characteristics of these
data on the effectiveness of the privacy preserving solutions employed.

The work in this thesis focuses on the Advanced Metering Infrastructure
(AMI) in the smart electrical grid and it has two goals. The first one is to study
the characteristics of the AMI data and the thesis investigates the effect of these
characteristics on a number of privacy enhancing technologies which are pro-
posed for AMI data. The second one is to work towards an Intrusion Detection
System (IDS) for the AMI, and the thesis presents an important IDS module
which processes encrypted traffic and is able to infer the different commands
run between AMI devices, without decrypting the traffic or accessing the sensi-
tive data.

Keywords: Advanced Metering Infrastructure, data privacy, communication security,

intrusion detection
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Chapter 1

Introduction

The trend in today’s society is to collect more and more data from automatic
processes and human behavior [25]. These data give us better understanding of
the different areas from where they are collected and also allow us to improve
the individual systems which generate these data, making them more efficient.

Different sectors in our society that were previously communication-wise
independent are becoming increasingly interconnected. This is possible with
the help of distributed sensor networks, and some of these networks have gained
direct Internet connection making data produced by them available to even
larger networks. The simplest example is the mobile communication sector,
where devices evolved from providing only telephone services to offering mul-
tiple sensor-based applications (GPS, accelerometers) and also direct connec-
tion to the Internet. The transportation area is experiencing similar upgrades,
as some car manufacturers already provide Internet communication capabilities
to some of their models. It is envisioned that Internet connected cars will be-
come standard in the future [21]. The energy sector is another example where
new Information and Communications Technology (ICT) devices bring advan-
tages to the process of monitoring the production and delivery of energy. As
part of the concept of intelligent homes [9], which is based on these devices,
it is envisioned to make the dwellers more informed about how they consume
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electrical energy and what their environmental footprint is. At the same time,
this information can also be leveraged to better adjust the balance between en-
ergy production and consumption and help in the integration of local renewable
energy sources [43].

The equipment from the above-mentioned sectors and many more adjacent
ones produce large quantities of data that need to be processed and transformed
into valuable information. This information can then be used to improve dif-
ferent aspects of these sectors, which in turn have a big impact in improving
the quality of peoples’ lives. One of the main benefits of processing these large
quantities of data is to keep account of the correct functionality of the distributed
equipment that serve these sectors. Monitoring the behavior of the equipment
is extremely important, as some of them are deployed in infrastructures which
are critical for the function of our society, and their failure or malicious utiliza-
tion may cause serious damage to property and even to human lives [18, 33, 40].
This raises the need for new monitoring methods and solutions in order to better
control the capabilities and functionalities of these new devices.

Although their benefits are significant, the large quantities of data collected
also raise serious challenges due to the sensitive information that can be in-
ferred from them. In many of these areas, data produced directly or indirectly
by human beings raise privacy concerns in both the policy and the academic
environments. Historically, one of the most privacy sensitive sectors was the
medical one: patients’ data, especially in electronic format, need to be stored
and processed following strict procedures [38]. The vehicular sector has similar
concerns, as data produced by the cars can be used to track the whereabouts of
the drivers and their driving style, which can be privacy invasive [50]. Simi-
larly, data produced by devices in different sections of the electrical network
can be used to infer information about the customers’ lifestyles [34]. All these
examples point towards the importance of studying the privacy issues raised by
the large quantities of data produced in all the areas aforementioned. Due to the
similarities in the data producing process and of the human presence, solutions
found for monitoring equipment and privacy related issues in one of these areas
are many times applicable to others.
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This thesis studies these two critical aspects in a particular section of the
electrical energy sector: data privacy and equipment behavior monitoring in the
Advanced Metering Infrastructure (AMI). The AMI is one of the components of
the electrical network where the electrical engineering (EE) meets the informa-
tion and communications technology (ICT). The work in the thesis explores the
large data produced in the AMI and it is two-folded. The first goal is to study
the characteristics of the data that is collected and this thesis investigates the
effect of these characteristics on a number of privacy enhancing technologies
which are proposed for AMI data. The second goal is to work towards an In-
trusion Detection System for the AMI environment, and this thesis presents an
important IDS module which processes encrypted traffic and is able to infer the
different commands run between AMI devices, without decrypting the traffic or
accessing the sensitive data.

The rest of this introductory chapter is structured as follows: in Section 1.1
we present the general aspects of the Advanced Metering Infrastructure, we
outline the privacy issues raised by the data collection and also the need for an
Intrusion Detection System monitoring the communication network. In Sec-
tion 1.2 we formulate our research questions related to the aforementioned as-
pects and we present our research contributions. Section 1.3 gives a summary
of the appended publications and we conclude this introductory chapter with
Section 1.4.

1.1 Security and privacy aspects of the
Advanced Metering Infrastructure (AMI)

1.1.1 The smart electrical grid and the AMI

During the last decade, the electrical grid has undergone a number of changes
in its transition to the so-called smart grid [52]. There is no clear definition,
but the concept of smart grids can be summarized as done by the European
Commission Directorate General for Research as “electricity networks that can
intelligently integrate the behavior and actions of all users connected to it –
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generators, consumers and those that do both – in order to efficiently deliver
sustainable, economic and secure electricity supplies” [52].

Some of the main changes are related to the installation of new ICT-based
equipment in different parts of the classical electrical grid. The electrical grid
has three main sections: the generation section (electricity is produced in power
plants), the transmission section (electricity is transported over high-voltage
lines) and the distribution section (in the end it is delivered to the consumers).
Each section needs to be carefully monitored and managed in order to ensure
the proper functionality of the equipment and overall stability of the electrical
network.

The generation and transmission sections are monitored and managed by
the Supervisory Control and Data Aquisition system (SCADA). Although the
concept of SCADA predates the smart grid, this type of control system also
face some changes with installation of new devices and upgrade of the his-
torical legacy systems with new ones that use commercial ICT equipment and
operating systems [27]. Important changes have also taken place in the distribu-
tion section where the classical electrical energy meters are replaced with new
ones, called smart meters [10]. Compared to their predecessors, the smart me-
ters have two-way communication with the central system and their extended
functionalities can produce additional data that can be an important source of
information for the system operator. These devices, together with the communi-
cation network that connects them, form the Advanced Metering Infrastructure

(AMI) [5]. The AMI is relatively new and it brings together elements from elec-
trical engineering and information technology. The transition of the distribution
network is not complete and the AMI deployments might differ from country
to country and even from area to area depending on the local rules, regulations
and implementations [51].

There are a number of improvements expected to be achieved with the tran-
sition to the smart grid, two of the most important being a better management
of the consumption of electrical energy and the integration of renewable energy
sources [47]. As electrical energy is one of the most important resources for
today’s society, the smart grid is, or will be, closely connected with other areas,
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as it manages the delivery of energy to other important sectors of our society.
For example, a close interaction with the vehicular domain is possible, espe-
cially since the electrical vehicles will have an active role in the electrical grid
as energy sources during peak periods [12, 48]. The AMI is a critical compo-
nent of the electrical energy sector which is important for our nowadays society;
therefore, studying its properties and particularities, finding solutions for its in-
herent problems and developing tools for the AMI is extremely important from
a research perspective.

1.1.2 Large datasets - multiple possibilities

The size of the smart grid is considerable, with devices installed in key points
in the electrical network. It is estimated that data produced by smart grid equip-
ment will be considerable and the size of the smart grid will be larger than
the size of the Internet1. It is expected that these data will play a key role in
the development of the smart grid, and analyzing and building applications on
these data will contribute towards improving electrical grid stability and energy
consumption efficiency.

In this thesis we focus mainly on data produced by equipment in the AMI.
As described above, the main actor here is the new type of electrical energy
meter, called the smart meter. The deployment of such meters is not complete,
but it is envisioned that each household will be served by at least one smart
meter with communication capabilities [17] - thus the network serving the AMI
environment will have a considerable size.

The smart meters are capable of providing fine-grained data that reflect the
electrical energy consumed at the household level, but also data about the qual-
ity of the electrical power delivered [5]. Billing of electrical energy consumed
by the household is done using the kWh energy consumption value. The billing
is usually done over long periods of time (i.e. 1-3 months), but the fine-grained
energy consumption data can also be used for differential tariffs or even for
customer re-imbursements when renewable energy is produced locally [47].

1http://news.cnet.com/8301-11128_3-10241102-54.html
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The smart meters are capable of providing data which show the instan-
taneous values of voltage, current, active and reactive power. These values
can be used for grid operation purposes and they can be very useful for a so-
called low-voltage SCADA system [45], especially when local renewable energy
sources are integrated into the electrical grid. Compared with data required for
billing, grid operational data need to be collected very often (i.e. every few min-
utes) in order to give an accurate overview of the electrical distribution network.
Efthymiou and Kalogridis [14] use the term high-frequency (HF) data for data
which are used for grid operational purposes and low-frequency (LF) data for
data used for billing purposes. We will keep the same definitions for these two
types of data throughout this work.

Smart metering data allow for a number of additional applications such as
peak energy consumption shaving [20], short-term energy consumption fore-
cast [49], prevention of energy-related fraud [7, 35], securing critical infras-
tructures [1, 23, 24] and also educating the consumers towards efficient energy
usage [36]. These applications show the importance and also the complexity of
the information that can be extracted from these smart metering data, making
this type of data a valuable source of information and an important component
in the process of improving the electrical grid.

1.1.3 Privacy aspects of large datasets

Whenever large quantities of data are produced it is important that sensitive
information is properly protected. When talking about data privacy, the med-
ical sector comes to mind [42] as patients’ information needs to be protected,
especially if it is stored in an electronic format. However, fine-grained data
produced in the AMI can also be sensitive: previous research [34, 41] showed
that it can be used to infer information about the lifestyle of the people living at
the premises, such as electrical equipment usage patterns and even presence or
absence from the premises. At the time of writing, there is no specific European
Directive that covers smart metering data in particular so this type of data falls
under the incidence of the EU Data Protection Directive 95/46/EC [13]. As a
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consequence, the deployment of AMIs can be significantly slowed down when
privacy preservation is not guaranteed by law [11]. Currently, the EU Smart
Grid Task Force2 offers documents containing information and recommenda-
tion for smart grid investors and data controllers.

Privacy related issues raised by the sensitive data collected in the Advanced
Metering Infrastructure caught the attention of the research community which
proposed different methods to preserve and/or enhance the privacy of the smart
metering data. These solutions can be data specific and rely on data anonymiza-
tion [14] or data aggreation [32], or they can even rely on technical solutions
that require energy storage equipment [29, 30]. Data aggregation solutions
based on homomorphic cryptography [32, 34, 54] are proposed as privacy-
preserving solutions. These solutions are successful in preserving the privacy
of the households involved, but depending on how the aggregation is performed,
some important information might be lost, thus narrowing the applications where
these data can be used.

We return to the two types of AMI data mentioned earlier: high-frequency
(HF) data used for grid operational purposes and low-frequency (LF) data used
for billing. Efthymiou and Kalogridis [14] consider billing data to be privacy
neutral, as they are collected seldom (LF data), thus showing aggregated infor-
mation about the energy consumption process over the time period considered.
Also, for a correct billing, these data need to be attributable to a specific house-
hold. On the other hand, grid operational data need to be collected often (HF
data) and they might show detailed information about the households’ lifestyle.
This type of data needs to be collected in an anonymized fashion, thus breaking
the connection with the real identity of its producer. This can be acomplished
with the help of third party entities which are responsible of collecting the sensi-
tive data, anonymizing it and then delivering it to the data beneficiary [3, 14, 53].
Separating these two types of data is also proposed by Borges et al. [4] in a so-
lution based on anonymity networks where a customer uses different identities
for transmitting the billing and the grid-operational data.

2http://ec.europa.eu/energy/en/topics/markets-and-consumers/

smart-grids-and-meters
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Storing billing and operational data under different identities seems like
a viable privacy-preserving solution, but recent studies have shown that only
a fraction of the households are protected, while for others it is possible to
break the anonymity and tie together the pseudo-identities of the data pro-
ducers [6, 28]. Studying the characteristics of the AMI data and especially
how they influence the efficiency of the privacy-preserving methods [15] will
help towards improving these methods, efficient collection of AMI data and
also privacy-preserving smart grid services [16, 22]. We further describe this
problem and our research contribution in Research Question 1 (RQ1) in Sec-
tion 1.2.1.

1.1.4 Towards building an Intrusion Detection System (IDS)

Monitoring ICT systems and their communication network is important in order
to detect equipment malfunction or even malicious activities, especially when
the monitored equipment is part of a critical infrastructure. Specialized sys-
tems, called Intrusion Detection Systems (IDS:s) are responsible for monitoring
and analyzing system events in order to provide warnings regarding suspicious
activity. IDS:s [46] have three logical components: the sensors (data collec-
tors), the analyzers (data processors) and the user interface (presenting the in-
formation to the operator). Depending on its location and on the type of data
analyzed, the IDS:s can be host-based (monitoring the events in a single host),
network-based (monitoring the network traffic) or distributed/hybrid (mix be-
tween host-based and network based). Historically, the IDS:s were mainly used
on computer systems and networks. With the penetration of ICT systems in new
sectors such as vehicular communication and smart grid, new IDS:s need to be
developed in order to fulfill the new monitoring requirements.

As previously mentioned, the smart grid is responsible for managing the
production, transmission and the delivery of electrical energy, so by its nature
it becomes a critical infrastructure. It is important to monitor the devices them-
selves and also their communication network in order to detect user or equip-
ment misbehavior and even attacks. The possible effects of attacks against crit-
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ical infrastructures became clearer with the discovery of Stuxnet [18] and its
capacity to infect and destroy industrial equipment. Fortunately there has been
no major attacks against the electrical grid recorded so far, but the research
community is working for identifying vulnerabilities that require mitigation.
McLaughlin et al. [37] and Grochocki et al. [23] present possible attack scenar-
ios for the AMI, starting from potential attacker goals covering denial of service,
energy fraud, and even targeted disconnect of electrical services. For example,
a distributed denial of service (DDoS) attack might be conducted by instruct-
ing a large number of smart meters to flood a specific power station [40]. This
might cause problems in the ICT equipment and it might even affect the energy
supply in the area serviced by the targeted power station. Also, AMI might be
the target for economic fraud. There are a few recent recorded cases of AMI
energy fraud in the wild in which some customers have tampered with the smart
meters in order to lower their electricity bill. KrebsonSecurity [31] reported a
case of meter fraud involving many customers from Puerto Rico, which may
have cost the utility several hundreds of millions of dollars. A similar case hap-
pened in Malta [33] where the authorities discovered that at least 1, 000 smart
meters had been tampered with to record lower electricity consumption levels.
Around 10% of the total local generation of electricity was affected, causing a
loss of approximately $41 million in 2012 alone.

These events that were reported in the wild and also the concerns raised by
the research community express the need for monitoring solutions for the smart
grid in general and for the AMI in particular. Carpenter et al. [8] present a
number of vulnerabilities that exist in devices in the AMI together with a possi-
ble attack methodology against devices in the AMI. Subsequently, Foreman and
Gurugubelli [19] present the attack surface of the AMI with respect to hardware
and network configurations, protocols, and software. Both of these studies are
a good starting point for developing IDS services for this environment.

Raciti and Nadjm-Tehrani [44] express the need and present a model for a
host-based IDS which focuses on the detection of anomalies inside the AMI
devices. They build a module based on this model and they test four possible
types of attacks against the internals of the smart meters: data manipulation
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attack, recalibration attack (changing registers’ values), reset attack (deleting
the records regarding consumed energy) and sleep mode attack (the meter is put
into sleep mode and the energy consumed is not registered). All these attacks,
if not detected can lead to serious economic losses, as previously presented.

The idea of a distributed monitoring solution for the smart grid is advocated
by Zhang et al. [55] with multiple IDS nodes deployed at different points in
the AMI enviroments and also by Grochocki et al. [23] who proposed a dis-
tributed IDS model that can scale with the size of the AMI network as well as
being able to monitor traffic between peers. Due to the lack of known attack
signatures, Mitchell and Chen [39] stress that a behavior (anomaly) based IDS
is preferred in this environment over a signature-based one. Detecting events
and understanding the correct behavior of AMI equipment requires processing
of some of the large data produced here. An important source of information
comes from monitoring the traffic between devices [26] but this process might
become cumbersome, especially when the AMI traffic is encrypted in order to
maintain confidentiality [2].

All these unaddressed issues open important research questions, as the need
for monitoring the system needs to be balanced with the one for confidentiality.
In traditional ICT systems, monitoring would reveal the user’s interaction with
the system such as detailed information about his web surfing habits. Monitor-
ing the AMI, if not done with care, might reveal additional information about
the lifestyle of the inhabited households, and it might even become more pri-
vacy invasive, as some aspects of the energy consumption data might still be
unknown and out of the control of the customer. This shows that there is a need
to develop monitoring solutions for the AMI that are also privacy preserving
and the starting point for these monitoring tools relies in the study of the large
data produced in the AMI. We further describe this problem and our research
contribution in Research Question 2 (RQ2) in Section 1.2.2.
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1.2 Research questions and contributions

Our research is based on the analysis of the large data produced in the AMI and
has two aims. The first is related to the characteristics of the data collected in the
AMI and it is focused on understanding their effect on the different anonymiza-
tion methods that were previously proposed. The second focuses on the process
of monitoring the communication between AMI devices in the case when the
traffic is encrypted in order to preserve the privacy of the customers’ data and
also the confidentiality of the communication. We briefly formulate our two
research questions here and we present them each in detail in the following
subsections:

• RQ1 - What is the effect of the characteristics of AMI datasets on the
efficiency of privacy enhancing methods?

• RQ2 - Is it possible to balance the need for confidentiality and customers’
data privacy with the need to monitor the communication network?

In the following we present each of these research questions, our contribu-
tions as well as a definition of our research aims.

1.2.1 RQ1: AMI data characteristics and anonymization ef-
ficiency

As previously mentioned, privacy in general and also in the AMI in particular is
important as the lack of it has a direct effect on the individuals. Data gathered in
the AMI in particular can be used to infer information about the living patterns
of the residents. We investigate how characteristics of collected AMI datasets
can influence the efficacy of previously proposed anonymization techniques for
the AMI.

In particular, we study the case of two types of AMI data, one used mainly
for billing and which should be safe with regard to privacy concerns (called
Low-Frequency (LF) data [14]) and one that could be used for grid operations
but which is privacy sensitive (called High-Frequency (HF) data [14]). The
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former is stored using the real identity of the smart meter that generated them
while the latter is stored under a pseudonym to enhance the privacy of the data.

Data
Granularity

Data
Timespan

Pseudonyms

Safe
Zone

Unsafe
Zone

Figure 1.1: Characteristics of AMI datasets

Figure 1.1 (proposed by us in Paper I) presents the three characteristics that
we focus on: the usage of pseudonyms in the process of reporting/storing data
for the same smart meter, the timespan of data stored by the utility provider
under the same pseudonym for the same smart meter and the granularity of
reported/stored data.

Reporting high-frequency data under different pseudonyms and making sure
that connections between pseudonyms are extremely hard to find and/or known
only by a trusted third party [4, 14, 32] have been proposed earlier in the re-
search literature. Using one pseudonym can be useful, if the connection be-
tween this pseudonym and the real smart meter identity is secret, but report-
ing or storing data from the same smart meter under different pseudonyms for
shorter timespans can further enhance the privacy of the AMI data [4].

The timespan of data stored under the same pseudonym/identity is also very
important, because longer periods of stored data for a smart meter (under the
same pseudonym) help to create an accurate power consumption profile which
can be used to extract information about the energy consumption pattern. This
information can be used in connecting together the consumption profiles of the
same smart meter that are stored under different pseudonyms.
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The last characteristic taken into consideration is the granularity of reported
and stored data. Low-frequency data must be reported using the exact consump-
tion values for accurate billing and to prevent fraud. The question is whether the
reported high-frequency data can be altered in a minor way such that the mod-
ification will not affect the grid operation, but making it hard to identify each
customer uniquely by, for example, making the data from different customers
more uniform.

We investigate these three characteristics in two de-anonymization scenar-
ios, based on two separate adversary models. In the first scenario we study
how the granularity and the timespan of the data stored are influencing the
adversary’s capability of linking together two datasets produced by the same
smart meters. One dataset contains HF smart metering data stored with the
help of pseudonyms, while the other dataset contains LF smart metering data
stored under the real identity of the smart meter. In the second scenario we
investigate an adversary whose goal is to use consumption features extracted
from the datasets containing HF data in order to link together the different
pseudonyms used for the same smart meter. Starting from a previously pro-
posed de-pseudonymization method we develop a simpler one and we investi-
gate for both methods the effect of the dataset size and the seasonality of the
data on the adversary’s success rate.

Our methodology and results can be used by electricity companies to better
understand the properties of their smart metering datasets and the conditions
under which such datasets can be released to third parties.

1.2.2 RQ2: Monitoring AMI equipment by analyzing encrypted
traffic

Due to security and privacy concerns, the communication between the AMI de-
vices is encrypted, making it more secure against malicious third parties but
also obscuring the ability of the network owner to detect any misbehaving user
or equipment. We are investigating how to balance the need for confidentiality
with the need to monitor the AMI which is important in the context of de-
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Figure 1.2: The ECR sensor in an AMI Intrusion Detection System

veloping intrusion detection solutions for the AMI. We develop one important
component for an AMI Intrusion Detection System (IDS), which we call the En-

crypted Command Recognition (ECR) sensor (depicted in Figure 1.2 and pro-
posed by us in Paper III). ECR’s purpose is to accurately determine the individ-
ual commands that are passed in an encrypted or hard to parse form in an AMI
communication network. This is done in a privacy-preserving fashion, without
decrypting the traffic and without accessing the sensitive data transmitted in the
AMI communication network.

We analyze the characteristics of the devices in the AMI and based on their
functionality, communication patterns and protocols we extract a set of features
that characterize the communication protocols used. Compared with the clas-
sical ICT domain, where the human being is the communication initiator and
modeler through his interaction with the computer systems, in the AMI the com-
munication is mainly initiated automatically, by the devices themselves. Even
though a human operator sometimes would manually query AMI devices, the
largest volume of the communication follows certain patterns [26], as the auto-
matic readings will take the majority of the traffic exchanged while the mainte-
nance commands might be concentrated in a fixed time period. These extracted
features are used to create a classifier with the help of supervised learning and
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we study its efficiency on traffic captured in a realistic AMI testbed. We focus
on two AMI protocols, one which is encrypted and one which is difficult to
parse due to its proprietary implementation.

The ECR module can become an important component of a distributed IDS
for the AMI environment and it will give the operator a better view on the status
of his network and help in the early detection of possible misbehaviors and even
attacks.

1.3 Summary of appended publications

1.3.1 Paper I: Analysis of the impact of data granularity on
privacy for the smart grid

In the first paper we investigate RQ1 in detail. We focus on the energy consump-
tion traces that smart meters generate and especially on the risk of being able to
identify individual customers given a large dataset of these traces. We present
a first step towards an analytical framework that can be used to estimate this
risk based on the uniqueness of the customers. We make a formalization of the
problem of de-anonymization by matching low-frequency and high-frequency
smart metering datasets and we build an adversary model for this problem.

We compare the theoretical model estimation results with evaluation results
obtained from a large dataset of smart metering energy consumption data cap-
tured in a live enviroment. Our findings show that two characteristics of AMI
data (data timespan and granularity) play a big role in the AMI data anonymiza-
tion process. We show how these characteristics can be tuned in order to reduce
the number of linked identities, thus enhancing customers’ privacy.
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1.3.2 Paper II: A study on data de-pseudonymization in the
smart grid

In the second paper we continue the investigation of RQ1 and we study the
influence of AMI data characteristics on the efficiency of privacy-preserving
methods. Starting from an already proposed de-pseudonymization scenario in
the literature we develop a simpler method based on statistical information ex-
tracted from the consumption patterns that helps to better model a potential
adversary that wants to tie together datasets belonging to the same household.

We show that the number of re-identified households is dependent on the
size of the dataset and the period where the pseudonyms are constant and not
changed. In the context of the smart grid, results will even vary based on the
season when the dataset is captured. Knowing that relative simple changes in
the data collection procedure may significantly increase the resistance to de-
anonymization attacks will help future AMI deployments.

1.3.3 Paper III: Harnessing the unknown in Advanced Me-
tering Infrastructure traffic

In the third paper we investigate RQ2 and we study how to balance the need
for confidentiality with the need to monitor the traffic between AMI equip-
ment. More specifically, we develop one important component for an AMI
IDS, which can accurately determine the individual commands (but not their
content) exchanged between AMI devices even when they are sent over an en-
crypted channel or in a protocol that the IDS cannot parse.

We propose a methodology and a number of features which summarize traf-
fic characteristics. We demonstrate, for two AMI protocols, that a set of com-
mands can be identified with high accuracy by using only the previously men-
tioned information. This component is important as it can be used by an IDS
for the AMI in order to maintain a behavior model of each equipment instance
in an AMI network. This will give the operator a better view on the status of his
network and help in the early detection of possible attacks and misbehaviors.
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1.4 Conclusions and future work

It is clear that the penetration of ICT devices in various sectors and their com-
munication capabilities will produce large quantities of data which, after being
processed and transformed into valuable information, can be used to improve
the respective sectors. Similarly, it is almost unquestionable that the smart grid
will produce more and more data reflecting the electrical energy consumed and
also the status of the devices in the electrical grid. Harnessing and process-
ing these large quantities of data will make the electrical grid more resilient to
faults, provide a better balance between the production and the consumption
of energy, but by their nature, these datasets also raise privacy concerns. We
propose the first steps towards a framework to analyze the effect of the smart
metering data characteristics on the efficiency of some of the curently proposed
privacy-preserving methods. We investigate three main characteristics of smart
metering data: the granularity of the data reported, its timespan and the number
of pseudonyms used for reporting these data. Our results show that they can
play a big role in a three-way balance towards obtaining better customer anony-
mity. We will continue this research path by expanding the adversary model
towards one that obtains only partial information, based on the similarities of
energy consumption patterns.

We also investigated how to balance the need for confidentiality with the
need to monitor the traffic between AMI equipment. We proposed a method-
ology for an encrypted command recognition component which can be used in
an AMI IDS. We showed how statistical information can be used to correctly
identify AMI commands, even when they are sent over an encrypted channel or
embedded in a protocol that is hard to parse. This is especially useful in AMI
environments where the operator wants to keep the traffic encrypted, both for
security reasons (protection against the use of sensitive commands, such as the
remote on-off switch) and for customers’ privacy.

Creating a universal traffic analysis tool for all possible AMI deployments is
very challenging, due to the different types of protocols and network topologies
that exist. We expect that the features identified for the two AMI protocols
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covered in this study and the analysis of their performance in identifying the
different AMI commands will give useful insight on the internal characteristics
of these types of protocols. We expect that our study will facilitate the analysis
of other proprietary and/or encrypted AMI protocols as a step to build an IDS
to protect this critical infrastructure.

We presented the first steps towards a behavior-based Intrusion Detection
System for the AMI environment that uses this module and additional infor-
mation in order to maintain a behavior model of each equipment instance in
an AMI network. This will give the operator a better view on the status of his
network and help in the early detection of possible attacks and misbehaviors.

Although our investigation of security and privacy issues is focused on the
AMI environment, our findings are not limited only to this specific area. These
findings can be useful also in similar large scale areas such as sensor networks
and vehicular networks which share many common characteristics through the
large data produced by the similar ICT components.
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