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Abstract

Smartphoneshave become so populdéinese days because of thesxtra servicesand their
extraordinary features compared to regular phongsey are very similar to PCs and laptops;
therefore they encounter almost the same security problems and even worse with respect to
memory and space limitationSince the manufacturers focus on development of new features
and fast release of new sex@8 more than security issuegcarity in smartphoness usually
neglectedSmartphones as opposed to ordinary mobile phones use different technologies, so they
are more exposed to different attacks addition they are interoperating devices which work
betweenthe Internetand telecom networks, dbey canbring Internet security threats to the
telecom networks anchuse serious damagasdendanger critical call centers.

In this thesissecurity issues and differe attacks againgmartphonesire presented and some
countermeasures against the different types of attelstroduced. In additiongertainsecurity
threats thatnternetcompromisedgsmartphonefiave brought tahe telecom networks ansome
solutionsin order to makeéhese threatmeffectivearediscussed
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1. Introduction

Smartphoneshave been permeating everywhere these days because of their special extra
services, advancedtechnology and their functionality compared to regular phofidese
advantagegiive us an opportunity to have remote accesshkena control of information and
communication anywhere and anytin@n the other handhe rapid development of technology

in miniaturization and computing, particularly in wireless mobile netwolk#)gs a new
dimensionto security threats.

Since hese portablecell-phones with limited memory have been accompaniedwith the
computing and networkingpower of PCs/laptopsand they arealso involved with various
networktechnologes suchas 3G, Bluetooth, infrad andWLAN (IEEE 802.11) they become
extremely vulnerable to different attack3enial of service [PoS) attacksand flooding attacks
are major security threatto Intemet communication as they disruppmmunication over the
network andleave servers inaccessible to legitimate usdrshas been reportethat wireless
networks such asmartphoneare more susceptible to these typeattdicks than wired networks

[1].

All smartphoneshave lots of features in commorHowever based on theitypes they use

different operatingsystemswith different design, functionality and netwlo stack architecture
which could be attacked through WLAN. Besides they could be threatgmeshiversal serial
bus(USB), infraredand Bluetooth.

In addition,smartphonesgre interoperable deviceghich may be applied aonduits to connect

to different networks For examplethey can operate between th@ernetand the Telecom
networks becoming possible bridges for bringinginternet security problemsat the telecom
networks They cancause serious dames such as privacy violatiomistributed denial of
service attack (DDoS3gainstcall centes and bandwidth exhaustion attacks against 3G and 4G
networks[10]. Therefore, as these devices become so popular among themhgehidenefits
from 3G/wireless communications, there is a neegubmore emphasis asecurity problems
existed in Smartphone and also the possible paths from which théernet compromised
smartphonetransferinternetsecurity tmeats to the telecom networks.

1.1.Scope

The scopeof this work isto conducta survey abousecurity vulnerabilitiesn smartphonesand
investigating variouattacks whichhave been launcheajainst thenvia different gateways such
asWLAN, Bluetooth, 3G and infrad This work also focuses analyzing thempactof these
types of attacks and proposes the feasible solutions to minimieénunate their damages
From another perspectivattackswhich have been launched agairtke telecomnetworks
throughlinternetcompromisedsmartphonesinddefense techniques in orderpmtectthemare
also mentioned



2. Background
2.1 General Attacks

In general malicious userganexploit vulnerabilities inOperating systems, softwana,otocos
and network interface. It isnteresting tharegardless ohow well the system of the victins
secured,ts susceptibility tathe attack relie®n the statef security in the rest of thimternet
Attackerscan apply different types @ttacks and also can have variety of objecti®sne of
them try to rerate messagesnd some of therry to damage the whole netwodnd degradés
performanceor overloadthe system with lotof unwanted packetsvhereas otherslisrupt
communication over the network and leave servers inabtesto legitimate users by
performing Denial of Service attask(DoS). There are three basic kinds of DoS attacks
sending lots of packets and consuming limited resoyressvork, CPU, memory). 2. Changing
or damagingonfiguration information3. Changing or dangang the components of network.

In this section some general attaeks discussed:

2.11. ARP poisoning

ARP poisoning is a technique used to attack a wireless netwarwioed network As shown in

Figure 1, n order to intercephetwork traffic between host A drhost B, the atickersend a

malicious ARP replyno requesbefore) to host A and combinesi s MAC addr ess wit
IP addressind deceives host Aost Atherefore thinks thatthet t acker 6 s comput er

doesthe same witthost B and deceivesost B to thinkk hat t he attacker ds coc
Finally, the attacker casniff data frames antbrward any network traffic it receives from host

A to host B(by applying an operating system feature which is called IP forwgrflihg

| Real Path

Computer A (Vlctlm)
Computer B

[ Fake Path |

Attacker

Figurel: Implementation of ARP poisoning
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2.12. MAC Spoofing

In this type of attackyy applying Mac Makeup software (MMShe attacker can alter the MAC
address of a wireless adapter which has been assigréeé manufactureto the MAC address
he wants toimpersonateThe attacker can observe the traffic by capg wireless packets with
any packet capturing software and learn the MAC address widtima (Figure 2).

The attackerassigns the IP address of the victim computer whose MAC address has been
spoofed to his computefhen he/sheerforms DOS attack against the victim to disconnect the
victi mdés c thenpetworlamd triestoaannect to the access point witle thpoofed

MAC address othe victim [1].

Mac MakeUp ver. 1.95d (c) 2003-2006 H&C Works X

Select an adapter from the list below Ahout Mac Makeup

Mac address

Newiaddress |2E8DEAFCE9DE L] Generate random | Change |
Manufacturer INone LI M
[~ MAC history [ Extra info

[V Filter virtual interfaces v Auto Nic Off/On

IP extra features Cycle interface now |

04:51:35;Selecting Mac Makeup local OUI database A~
04:51:35;Loaded 6997 OEM IDs

04:51:35;Scanning interfaces

04:51:35;Skipping virtual interfaces

04:51:35;ECHAR valuating interface 0

04:51:35;Found 18 network interfaces, 16 virtual

04:51:35;1394 Net Adapter can be powercycled

04:51:39;Generated completely random MAC address

MNYIDIA nForce Networking Controller can be powercycled

Figure2: Mac Makeup Software (MMS)

2.1.3.Web Spoofing

In aweb spoofing attackheat t acker cr eat e s erdire \Web pagelanddirects p y 0
visitors to a web pagthat looks like the original one. Tealweb pagehowever is hosted in a
different location, usually for the purposedatitainingpersonal andendiive informationsuchas

credit card numberand passwoil(figure 3)[1].
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Change the page @

Po0ted (1,
www.attacker.org \ =

®

by

Victim

Real page contents @

www.server.com

Figure3: Web spoofing

2.14. DNS Spoofing

In the DNS spoofingattack like web spoofing, the attackdirectsthe victim to afake server(by
alteringthe hostnaméo-IP address mapping DNS serverreply) to gain sensitive information.
Sowhenever the users requadtost name, the attacker directs therhigserver(Figure4)[2].

Customer

www.nordea.se

<z Fake Site
Attacker

Figure4: DNS spoofing
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2.15. IP Spoofing

In IP address spoofing, the attacker abuses the trust relationship between twOr®gisssible
attack is to use the fact thit e v b firdwallmm@yonly let packets which have specific trusted
source IP addregs enter. So the attacker can generate packets withPthddress of a trusted
hostin order to impersonate the trusted H8%t

2.16. ICMP Flooding

ICMP flooding attack is a typical DoS attack wihican overload the buffer of the victim
computer with unwanted ICMP pack¢Esgure5)[1].

5 Attacker
[

N

\

! Py
- -
- ] ‘ qi Internet
! // /)
/
/
5 ICMP echo request [ o
Victim

ICMP echo rely -

Figure5: ICMP (InternetControl Protocolflooding attack

2.17. SYN flooding attack

In the SYN flooding attack, the atiker createdarge number of connectionsausingthe
connection queues to overloakhe result ighat other legitimate TCP usec&nnot initiatenew
connectios [5].

2.1.8. UDP flooding attack

In this attack which is known dsh e faffaekp the attacker sendsllDP packeto arandom
port on the victimWhen the victim receivethe UDP packet it will determine which application
is wating on the destination porf there is no applicatioowning the port, itmay generatea
destination unreachabl€EMP packet to théake source address. Therefoikthe attackesends
a large number of UDP packets the victim it may occupy network and CPU bandwidilj.
However, if there is an application running, data may interfere with its normal datartisinsée
no sequence numbers are present in UDP.
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2.19. Ping of Death

In this kind of attack, the attacker overflows the buffer by sendingng (IGMP echo request)
packet that is larger than 65,535 by(Egyure6) Sincea ping larger than 65,535 bytéstoo

large to fit in one packet for transmitting, IP allows a packet to be fragmented, essentially
spitting the packet into smaller partthat are finally reassembledVhen the packet is
reassembled in the destination, #iee of the packet results in buffer overflows and accordingly
the systemrmay crash or behave straridé.

20 bytes 8 bytes > 65,535bytes
= P R— ICMP dat e
E header header S8 é‘“—“—:ﬂ p

Figure6: Ping of death attack (original packet)

2.1.10. Smurf attack

In the Smurf attackwhich is anetworklevel attack, the attacker sermldarge number of ICMP
echomessages ttP broadcast addresses with aaied sourcdP address of a victim. Ithe
routerthen sendshe ICMP echo traffito the IP broadcast addresd,hosts on the networwill
receive the echo request, reply tarnid send the echo reply to the victim and causage traffic
(Figure7)[1].

= - —
e / R
L= =
Attacker \ Victim
[ ] ]
I

—— ICMP echo request (spoofed source address of the victim and broadcast IP destination address)
——  ICMP echo reply

Figure7: Smurf attack
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2.111. Email flooding attack

In theemail flooding attack, the attacker can droaymail server with junk mad and cause the
mail server to crash

2.1.12. Distributed Denial of Service attack (DDOS)

The Distributed denial of service attack is a serious securigathtolnternetcommunicatios.

In this typeof attacksthe attackersend a large stream of packets through zombies to a victim
and by consumingsome keyresourcs it prevents the victim from providingervices to
legitimate usergFigure8)orr ender s it unavail abl e .Amthet he
approach isfor the attacker to send a few malformed pashkiiat confusea protocolor an
applicationon the victim mahine Yet anotherpossible wayto deny services is to sabotage
machines in a victim network and consume some key resources so that legitimasefrdi@nt
the same network cannot gain some inside or outside services.

\Y

The DDoS problem is very hard and complex to solve because the attacker can take control over

thousands of machines and engalgem to generate lots of packets simultaneously by using
mary automated tools. These tools are easy to use and can damage the targe{4frongly

Attacker

Zombies

Victim

Figure8: Implementation of DDoS Attack
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2.2. Countermeasures

2.2.1. Protection againstSpoofing

Since ARP packets in wireless networks lar@adcastd without any authenticatiomerforming
ARP poisoning attack and ARP spoofingattacks isnot complicated There are some
countermeasures to reduce these kinds of attAckisnple defense technique that only works for
simple ARP spoofin@gttacks is the use of static-NPAC mappings. Although, this only prevents
simple attacks and it is not practical for langetworks as the mapping has to be set for each
machine

Checking for the existence of MA&idress cloning may also gigeclue to tle presence of ARP
spoofing (althoughthere are validuses of MAC address cloningiReverse ARP (RARP) is a
protocol which is used to query the IP addrességedto one MACaddressIf morethan one

IP address is found, MAC cloning is preselttis also possible to use Intrusion Detection
Systems (IDS) to detect ARP poisoning attacks. Arpwatch is a tool that can monitor a network
for any changes in MAC address to IP address association.

In order to be protecteaainst IP spoofing, the solutiontsapplyingress filtering andhaveall
internalroutersto disable source routing.

Web spoofing can be prevented by educating users to be conscouistid address window in

a web browser that shows the web address thediagetedto [1]. In addition DNS spoofing

can be prevented by securing the DNS servers aadidimgarti-spoofing measuréds the filter

list to check site ratings for URLs by their name and IP address. DNS lookups are supported to
filter-list information for improved IP address lagis

2.2.2. Protection against DDoS attacls

In comparison with other attackBDoS attacks are more fatahdtherefore more precautionary
schemes are neededich asusing firewalls and routers due to ingress (inbound) and egress
(outbound) filtering, applying antivirus software with-tgpdate signatures and also installing
some updated security patchAdditionally, by capturing packets, looking thie networkraffic

ard comparing it withthe normal traffic patterrgbnormal traffic froma specific source can be
blocked. Generally, he following countermeasures can be taken as precautionary techniques
against DDoS attacks:

1 Filtering the packetsvith broadcast address asdestination addresshich are coming
into the networks.

1 Turning off directed broadcast address on all internal routers.

1 Blocking any packet with #h source addresses which contaddress space 10.0.0.0,
172.16.24.0, 192.168.0.0 and loop back address 172.0.0.0 to enter.

16



1 Setting rules in the firewalls to block any packet that apply a port or protocol which is not
for Internetcommunication in the local area network.

1 Preventingoackes with asource addredselonging to thensideto enter the network

Applying DoS detection tools likair MagnetandAir Defense

1 Scanning the computer systems and network to ensurehmatcontain no publicly
known vulnerabilities

=

If theseprecautionary technigsefail and DoS attackare detectednoncritical services should
be dsabled or degraded and services should be shutdmiihthe attack ha®eensubside

[1][4].
2.2.3. Protection against Eavesdropping Data

A combination of strong authentication and encryption (such as 802.1x RADIUS authentication
and WPA or WPA2 encryptionwith TKIP) can be used to prevent attark from accesmg
sensitve and confidential informatiolby eavesdroppingccess pointffigure 9) [1].

Figure9: Eavesdropping
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