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Abstract 

Smartphones have become so popular these days because of their extra services and their 

extraordinary features compared to regular phones.  They are very similar to PCs and laptops; 

therefore they encounter almost the same security problems and even worse with respect to 

memory and space limitations. Since the manufacturers focus on development of new features 

and fast release of new services more than security issues, security in smartphones is usually 

neglected. Smartphones as opposed to ordinary mobile phones use different technologies, so they 

are more exposed to different attacks. In addition, they are interoperating devices which work 

between the Internet and telecom networks, so they can bring Internet security threats to the 

telecom networks and cause serious damages and endanger critical call centers.  

 

In this thesis security issues and different attacks against smartphones are presented and some 

countermeasures against the different types of attacks are introduced. In addition, certain security 

threats that Internet compromised smartphones have brought to the telecom networks and some 

solutions in order to make these threats ineffective are discussed. 
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1. Introduction  

Smartphones have been permeating everywhere these days because of their special extra 

services, advanced technology and their functionality compared to regular phones. These 

advantages give us an opportunity to have remote access and be in control of information and 

communication anywhere and anytime. On the other hand, the rapid development of technology 

in miniaturization and computing, particularly in wireless mobile networks, brings a new 

dimension to security threats.  

Since these portable cell-phones with limited memory have been accompanied with the 

computing and networking power of PCs/laptops and they are also involved with various 

network technologies such as 3G, Bluetooth, infrared and WLAN (IEEE 802.11), they become 

extremely vulnerable to different attacks. Denial of service (DoS) attacks and flooding attacks 

are major security threats to Internet communication as they disrupt communication over the 

network and leave servers inaccessible to legitimate users. It has been reported that wireless 

networks such as smartphones are more susceptible to these types of attacks than wired networks 

[1].  

All smartphones have lots of features in common. However based on their types they use 

different operating systems with different design, functionality and network stack architecture 

which could be attacked through WLAN. Besides they could be threatened via universal serial 

bus (USB), infrared and Bluetooth. 

In addition, smartphones are interoperable devices which may be applied as conduits to connect 

to different networks. For example they can operate between the Internet and the Telecom 

networks becoming possible bridges for bringing Internet security problems to the telecom 

networks. They can cause serious damages such as privacy violation, Distributed denial of 

service attack (DDoS) against call centers and bandwidth exhaustion attacks against 3G and 4G 

networks [10]. Therefore, as these devices become so popular among the users which benefits 

from 3G/wireless communications, there is a need to put more emphasis on security problems 

existed in Smartphones and also the possible paths from which the Internet compromised 

smartphones transfer Internet security threats to the telecom networks.  

1.1. Scope 

The scope of this work is to conduct a survey about security vulnerabilities in smartphones and 

investigating various attacks which have been launched against them via different gateways such 

as WLAN, Bluetooth, 3G and infrared. This work also focuses on analyzing the impact of these 

types of attacks and proposes the feasible solutions to minimize or eliminate their damages. 

From another perspective, attacks which have been launched against the telecom networks 

through Internet compromised smartphones and defense techniques in order to protect them are 

also mentioned. 
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2. Background 

2.1. General Attacks 

In general, malicious users can exploit vulnerabilities in Operating systems, software, protocols 

and network interface. It is interesting that regardless of how well the system of the victim is 

secured, its susceptibility to the attack relies on the state of security in the rest of the Internet. 

Attackers can apply different types of attacks and also can have variety of objectives. Some of 

them try to reroute messages and some of them try to damage the whole network and degrade its 

performance or overload the system with lots of unwanted packets, whereas others disrupt 

communication over the network and leave servers inaccessible to legitimate users by 

performing Denial of Service attacks (DoS). There are three basic kinds of DoS attacks: 1. 

sending lots of packets and consuming limited resources (network, CPU, memory). 2. Changing 

or damaging configuration information. 3. Changing or damaging the components of network. 

In this section some general attacks are discussed: 

2.1.1. ARP poisoning 

ARP poisoning is a technique used to attack a wireless network or a wired network. As shown in 

Figure 1, in order to intercept network traffic between host A and host B, the attacker sends a 

malicious ARP reply (no request before) to host A and combines his MAC address with host Bôs 

IP address and deceives host A. Host A therefore thinks that the attackerôs computer is host B. It 

does the same with host B and deceives host B to think that the attackerôs computer is host A. 

Finally, the attacker can sniff data frames and forward any network traffic it receives from host 

A to host B (by applying an operating system feature which is called IP forwarding) [1]. 

 

Figure 1: Implementation of ARP poisoning 
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2.1.2. MAC Spoofing 

In this type of attack, by applying Mac Makeup software (MMS), the attacker can alter the MAC 

address of a wireless adapter which has been assigned by the manufacturer to the MAC address 

he wants to impersonate. The attacker can observe the traffic by capturing wireless packets with 

any packet capturing software and learn the MAC address of the victim (Figure 2). 

The attacker assigns the IP address of the victim computer whose MAC address has been 

spoofed to his computer. Then he/she performs DOS attack against the victim to disconnect the 

victimôs computer from the network and tries to connect to the access point with the spoofed 

MAC address of the victim [1]. 

 

 

Figure 2: Mac Makeup Software (MMS) 

 

2.1.3. Web Spoofing 

In a web spoofing attack, the attacker creates a ñshadow copyò of the entire web page and directs 

visitors to a web page that looks like the original one. The real web page, however is hosted in a 

different location, usually for the purpose of obtaining personal and sensitive information such as 

credit card numbers and passwords (figure 3) [1]. 
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Figure 3: Web spoofing 

 

2.1.4. DNS Spoofing 

In the DNS spoofing attack, like web spoofing, the attacker directs the victim to a fake server (by 

altering the hostname-to-IP address mapping in DNS server reply) to gain sensitive information. 

So whenever the users request a host name, the attacker directs them to his server (Figure4) [2]. 

 

 Figure 4: DNS spoofing  
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2.1.5. IP Spoofing 

In IP address spoofing, the attacker abuses the trust relationship between two hosts. One possible 

attack is to use the fact that the victimôs firewall may only let packets which have specific trusted 

source IP address to enter. So the attacker can generate packets with the IP address of a trusted 

host in order to impersonate the trusted host [3]. 

2.1.6. ICMP Flooding 

ICMP flooding attack is a typical DoS attack which can overload the buffer of the victim 

computer with unwanted ICMP packets (Figure5) [1]. 

 

Figure 5: ICMP (Internet Control Protocol) flooding attack 

 

2.1.7. SYN flooding attack 

In the SYN flooding attack, the attacker creates large number of connections causing the 

connection queues to overload. The result is that other legitimate TCP users cannot initiate new 

connections [5]. 

2.1.8. UDP flooding attack 

In this attack which is known as the ñPepsi attackò, the attacker sends a UDP packet to a random 

port on the victim. When the victim receives the UDP packet, it will determine which application 

is waiting on the destination port. If there is no application owning the port, it may generate a 

destination unreachable ICMP packet to the fake source address. Therefore, if the attacker sends 

a large number of UDP packets to the victim, it may occupy network and CPU bandwidth [1]. 

However, if there is an application running, data may interfere with its normal data transfer since 

no sequence numbers are present in UDP. 
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2.1.9. Ping of Death 

In this kind of attack, the attacker overflows the buffer by sending a ping (ICMP echo request) 

packet that is larger than 65,535 bytes (Figure6). Since a ping larger than 65,535 bytes is too 

large to fit in one packet for transmitting, IP allows a packet to be fragmented, essentially 

splitting the packet into smaller parts that are finally reassembled. When the packet is 

reassembled in the destination, the size of the packet results in buffer overflows and accordingly 

the system may crash or behave strange [1]. 

 

Figure 6: Ping of death attack (original packet) 

 

2.1.10. Smurf attack  

In the Smurf attack, which is a network-level attack, the attacker sends a large number of ICMP 

echo messages to IP broadcast addresses with a spoofed source IP address of a victim. If the 

router then sends the ICMP echo traffic to the IP broadcast address, all hosts on the network will  

receive the echo request, reply to it and send the echo reply to the victim and cause a huge traffic 

(Figure7) [1]. 

 

Figure 7: Smurf attack 
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2.1.11. Email flooding attack 

In the email flooding attack, the attacker can drown a mail server with junk mails and cause the 

mail server to crash.  

2.1.12. Distributed Denial of Service attack (DDOS) 

The Distributed denial of service attack is a serious security threat to Internet communications. 

In this type of attacks, the attacker sends a large stream of packets through zombies to a victim 

and by consuming some key resources it prevents the victim from providing services to 

legitimate users (Figure8) or renders it unavailable to the victimôs legitimate clients. Another 

approach is for the attacker to send a few malformed packets that confuse a protocol or an 

application on the victim machine. Yet another possible way to deny services is to sabotage 

machines in a victim network and consume some key resources so that legitimate clients from 

the same network cannot gain some inside or outside services. 

The DDoS problem is very hard and complex to solve because the attacker can take control over 

thousands of machines and engage them to generate lots of packets simultaneously by using 

many automated tools. These tools are easy to use and can damage the target strongly [4]. 

 

Figure 8: Implementation of DDoS Attack 
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2.2. Countermeasures 

2.2.1. Protection against Spoofing 

Since ARP packets in wireless networks are broadcasted without any authentication, performing 

ARP poisoning attacks and ARP spoofing attacks is not complicated. There are some 

countermeasures to reduce these kinds of attacks. A simple defense technique that only works for 

simple ARP spoofing attacks is the use of static IP-MAC mappings. Although, this only prevents 

simple attacks and it is not practical for large networks as the mapping has to be set for each 

machine. 

Checking for the existence of MAC address cloning may also give a clue to the presence of ARP 

spoofing (although there are valid uses of MAC address cloning). Reverse ARP (RARP) is a 

protocol which is used to query the IP addresses related to one MAC address. If more than one 

IP address is found, MAC cloning is present. It is also possible to use Intrusion Detection 

Systems (IDS) to detect ARP poisoning attacks. Arpwatch is a tool that can monitor a network 

for any changes in MAC address to IP address association. 

In order to be protected against IP spoofing, the solution is to apply ingress filtering and have all 

internal routers to disable source routing. 

Web spoofing can be prevented by educating users to be conscious about the address window in 

a web browser that shows the web address they are directed to [1]. In addition, DNS spoofing 

can be prevented by securing the DNS servers and by adding anti-spoofing measures to the filter-

list to check site ratings for URLs by their name and IP address. DNS lookups are supported to 

filter-list information for improved IP address lookups. 

2.2.2. Protection against DDoS attacks 

In comparison with other attacks, DDoS attacks are more fatal and therefore more precautionary 

schemes are needed such as using firewalls and routers due to ingress (inbound) and egress 

(outbound) filtering, applying antivirus software with up-to-date signatures and also installing 

some updated security patches. Additionally, by capturing packets, looking at the network traffic 

and comparing it with the normal traffic pattern, abnormal traffic from a specific source can be 

blocked. Generally, the following countermeasures can be taken as precautionary techniques 

against DDoS attacks: 

¶ Filtering the packets with broadcast address as a destination address which are coming 

into the networks. 

¶ Turning off directed broadcast address on all internal routers. 

¶ Blocking any packet with the source addresses which contain address space 10.0.0.0, 

172.16.24.0, 192.168.0.0 and loop back address 172.0.0.0 to enter. 
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¶ Setting rules in the firewalls to block any packet that apply a port or protocol which is not 

for Internet communication in the local area network. 

¶ Preventing packets with a source address belonging to the inside to enter the network. 

¶ Applying DoS detection tools like Air Magnet and Air Defense. 

¶ Scanning the computer systems and network to ensure that they contain no publicly 

known vulnerabilities. 

If these precautionary techniques fail and DoS attacks are detected, non-critical services should 

be disabled or degraded and services should be shutdown until the attack has been subsided 

[1][4]. 

2.2.3. Protection against Eavesdropping Data 

A combination of strong authentication and encryption (such as 802.1x RADIUS authentication 

and WPA or WPA2 encryption with TKIP) can be used to prevent attackers from accessing  

sensitive and confidential information by eavesdropping access points (figure 9) [1]. 

 

 

Figure 9: Eavesdropping 

 

 

 

 

 

 

 

 




















































